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ABSTRACT 

P r e c i s e  k n o w l e d g e  o f  t i m e  o f  d a y  c a n  
d r a m a t i c a l l y  a f f ec t  t h e  d e s i g n  of' m i l i t a r y  e l e c t r o n i c  
s y s t e m s .  S m a l l ,  i n e x p e n s i v e  a t o m i c  c l . o c k s  a r e  
becoming  a v a i l a b l e  t h a t  c a n  p r o v i d e  f r e e - r u n n i n g  
a c c u r a c i e s  on t h e  o r d e r  of 10 t o  100 microseconds  f o r  
p e r i o d s  i n  e x c e s s  o f  a month. Such c l o c k s  could  
r e v o l u t i o n i z e  t a c t i c a l  communications,  n a v i g a t i o n ,  
d a t a  l i n k s ,  IFF and ELINT s y s t e ~ n s -  

T h i s  paper d i s c u s s e s  t h e  a p p l i c a t i o n  o f  p r e c i s e  
t ime  t o  t h e  IFF problem. The s i m p l e  concep t  of 
knowing when t o  expec t  each s i g n a l  i s  e x p l o i t e d  i n  a  
v a r i e t y  o f  ways t o  a c h i e v e  a n  IFF sys tem which i s  
hard  t o  d e t e c t ,  mirlimally e x p l o i t a b l e  and d i f f i c u l t  
t o  jam. P r e c i s e  c l o c k s  a r e  t h e  backbone o f  t h e  
concep t  and t h e  v a r i o u s  c a n d i d a t e s  f o r  t h i s  r o l e  a r e  
d i s c u s s e d .  The c o m p a c t  r u b i d i u m - c o n t r o l l e d  
o s c i l l a t o r  i s  t h e  oxily p r a c t i c a l  c a n d i d a t e .  

I Time h a s  p layed a r o l e  i n  t h e  b a t t l e f ' i e l d  i d e n t i f i c a t i o n  o f  I 
f r i e n d  o r  f o e  ( IFF)  s i n c e  t h e  beg inn ing  o f  o rgan ized  war. The 
c h a l l e n g e  ( q u e s t i o n - a n d - a n s w e r )  s y s t e m  f o r  sentries h a s  a l w a y s  
invo lved  t h e  e lement  o f  t ime.  h b e n t u a l l y  t h e  chal lenge/password 
p a i r  i s  compromised and must be changed. A r e t u r n i n g  s o l d i e r  who 
missed t h e  u p d a t e  i s  s u s c e p t i b l e  t o  f r a t r i c i d e .  P r e s e n t  IFF 
t e c h n i q u e s ,  a l t h o u g h  more s o p h i s t i c a t e d ,  b e a r  some resemblance t o  
t h i s  p r i m i t i v e  sys tem.  I n s t e a d  o f  a  s i n g l e  chal lenge/password 
p a i r ,  t h e r e  i s  a  l a r g e  l i b r a r y  of  coded c h a l l e n g e  words which a r e  
p a i r e d  w i t h  r e l a t i v e l y  few passwords f o r  t h e  d u r a t i o n  o f  any g i v e n  
c o d e - v a l i d i t y  i n t e r v a l .  

I * This  work was s u p p o r t e d  by t h e  MTT"%E I n d e p e n d e n t  Research and 
I Development Program. 



S e c u r i t y  h a s  a lways  been a  c r i t i c a l  a s p e c t  o f  IFF sys tems .  Any 
modern IFF sys tem must have e s s e n t i a l l y  p e r f e c t  r e s i s t a n c e  t o  
i n t e r r o g a t i o n  by the  enemy o r  he  ( t h e  enemy) w i l l  i n t e r r o g a t e  o u r  
f o r c e s  and u s e  o u r  r e p l i e s  t o  de te rmine  whom and where t o  s h o o t .  
T h i s  s i t u a t i o n  i s  worse than  no IFF a t  a l l  and must be avoided a t  
a l l  c o s t s .  

The s o l u t i o n  i s  a t i m e - v a r y i n g ,  c r y p t o g r a p h i c  s i g n a l l i n g  
scheme, and t h e  s e c u r i t y  o f  such  a  sys tem i s  improved by r e d u c i n g  
t h e  t ime i n t e r v a l  f o r  which t h e  l i b r a r y  o f  ~ h a l l e n g e / ~ n s s w o r d  p a i r s  
i s  v a l i d  ( c o d e - v a l i d i t y  i n t e r v a l ) .  However, a s  t h i s  i n t e r v a l  is 
reduced,  i t  becomes i n c r e a s i n g l y  d i f f i c u l t  t o  g u a r a n t e e  t h a t  a l l  
f r i e n d l y  f 'orces r e c e i v e  a t i m e l y  upda te  o f  t h e  chal lenge/password 
p a i r s .  To be t r u l y  s e c u r e ,  t h e  authorb b e l i e v e s  t h a t  any  new IFF  
sys tem w i l l  have t o  be based on v e r y  a c c u r a t e  t ime  s y n c h r o n i z a t i o n .  

SYSTEM CONSIDERATlONS 

The c u r r e n t  IFF system employs a  s i g n a l l i n g  scheme where t h e  
l i b r a r y  o f  ~ h a l l e n ~ e / ~ a s s w o r d  p a i r s  remains  v a l i d  f o ~  one day.  
Thus ,  i f  t h e  enemy o b t a i n s  even a  s i n g l e  v a l i d  i n t e r r o g a t i o n ,  he 
can i n t e r r o g a t e  and t r a c k  o u r  f o r c e s  f o r  t h e  remainder  o f  t h e  day.  
The enemy can  de te rmine  a v a l i d  i n t e r r o g a t i o n  by e i t h e r  l i s t e n i n g  
t o  o u r  IFF  t r a n s m i s s i o n s  o r  by g u e s s i n g  i n t e r r o g a t i o n s  u n t i l  he 
r e c e i v e s  a  r e p l y .  The chances  o f  g u e s s i n g  a v a l i d  i n t e r r o g a t i o n  
a r e  n o t  a l l  t h a t  bad and shou ld  y i e l d  r e s u l t s  q u i c k l y .  T h i s  
c o n d i t i o n  s e r i o u s l y  weakens t h e  c u r r e n t  system. One c r i t i c a l  
e lement  o f  t h e  answer is t o  d r a s t i c a l l y  r educe  t h e  c o d e - v a l i d i t y  
i n t e r v a l .  

A t  t h i s  poiri t  we must d i s t i n g u i s h  between a c o d e - v a l i d i t y  
i n t e r v a l  and a c r y p t o g r a p h i c  key-update i n t e r v a l .  The key-update 
i n t e r v a l  i s  r e l a t e d  t o  t h e  expec ted  t ime  t h a t  t h e  enemy can be 
d e n i e d  a c c e s s  t o  w o r k i n g  I F F  e q u i p m e n t s .  I n  p e a c e t i m e  t h e  
key-update i n t e r v a l  can  be f a i r l y  long  provided t h e r e  i s  a  s p e c i a l ,  
back-up key ready  f o r  immediate u s e  when t h e  war s t a r t s .  Once t h e  
war s t a r t s ,  t h e  l e n g t h  o f  t h e  key-update i n t e r v a l  becomes a complcx 
q u e s t i o n  r e l a t e d  t o  t h e  p r o g r e s s  o f  t h e  war r e l a t i v e  t o  t h e  
c a p t u r e  of o u r  I F F  equipment ,  t h e  s e r i o u s n e s s  o f  I F F  equipment 
compromise, and t h e  d i f f i c u l t y  o f  s e c u r e l y  d i s s e m i n a t i n g  a new key 
under  b a t t l e  c o n d i t i o n s .  The l a t t e r  two e lements  a r e  t h e  o n l y  ones  
t h a t  can  be a f f e c t e d  i n  t h e  d e s i g n  o f  a new IFF system. Any new 
I F F  sys tem shou ld  c e r t a i n l y  be des igned  s o  t h a t  t h e  c a p t u r e  o f  
working equipments ,  w i t h  o r  wi thou t  t h e  o p e r a t o r s ,  i s  o f  minimal 
u s e  t o  t h e  enemy. The a c t u a l  command and c o n t r o l  i n f o r m a t i o n  
c o n t a i n e d  i n  a n  IFF t r a n s m i s s i o n  is  of  l i t t l e  u s e  t o  t h e  enemy and 
one might d e s i g n  t h e  I F F  sys tem t o  t a k e  advan tage  o f  a pub l i c -key  
c r y p t o g r a p h i c  sys tem u t i l i z i n g  r a d i o  l i n k s  r a t h e r  t h a n  s e c u r e  
c o u r i e r s  f o r  key d i s t r i b u t i o n .  



The c o d e - v a l i d i t y  i : l t e r v a i  can b e  much s h o r t e r  t h a n  t h e  
cryptographic-key-updatg i n t e r v a l  i f  each  u s e r  h a s  some form of 
s y n c h r o n i z e d  c l o c k .  The a c t u a l  e n c r y p t e d  IFF s i g n a l  i s  t h e n  a  
f u n c t i o n  o f  t inie  o f  day a s  w e l l  as t h e  c r y p t o g r a p h i c  key.  A s  t h i s  
c o d e - v a l i d i t y  i n t e r v a l  s h r i n k s ,  t h e  sys tem becomes i n c r e a s i n g l y  
d i f f i c u l t  t o  e x p l o i t .  ! J n f o r t u n a t e l y ,  i t  a l s o  becomes i n c r e a s i n g l y  
d i f f i c u l t  f o r  o u r  own fo r - ces  t o  m a i n t a i n  t inle  sync l - i ron iza t ion .  I f  

t h e  c o d e - v a l i d i t y  i r i t , e rva l  can be rniide :;hurter t h a n  t h e  t i m e  t o  
S U C Y S  h v a l i d  in t e r3 rogaC, ion ,  ti113 p a r t i c u l a r  form o f  e x p l o i t a t i o n  
can  be c o m p l e t e l y  e l i i n i n a t e 3 .  'iowever, t h e  ellemy s t i l l  h a s  t h e  
O p t i o n  o f  i n s t a n t l y  r z p e a t i n g  o u r  - d a l i d  i n t e r r o g a t i o n s  
c m n i d l r e c t i o r i a l l y  s o  t h a t  sii f r i 2 n d l y  f o r c e s  r e p l y .  The eriemy car1 
s t i l l  t r a c k  o u r  f o r c e s  but  on:y  wl:e:i .rie z l i nose  t c j  u s e  t h e  sys tem.  
U n f o r t u n a t e l y  a minimam ,:ode-v:~iidity i n t e r v a l  i s  s e t  by t h e  
p r o p a g a t i o n  t ime  f o r  t h e  s i g n a l  t o  r e a c h  t h e  rnaxim~un r a n g e  o f  the 
s y s t e m .  I f  t h i s  :riaximum r a n g e  were  ,500 k ~ n ,  t h e  minimum 
c o d e - v a l i d i t y  i n t e r v a l  would b e  1 m s .  T h i s  minimum code  v a l i d i t y  
i n t e r v a l  s t i l l  a l l o w s  t h e  enemy t o  i n s t a n t l y  r e p e a t  i n t e r r o g a t i o n s  
from a s h o r t - r a n g e  i n t e r r o g a t o r  anti d i c i t  r e s p o n s e s  from a l l  
f r i e n d l y  f o r c e s  o u t  t o  t h e  maxiinwn range  o f  t h e  sy:;tem. Thus,  even  
siti-i a  mininlum code- v a l i d i t y  i n t e r v a l ,  t h e  b a s i c  a p p r o a c h  i s  
v u l n e r a b l e  t o  r e p e a t  e x p l o i t a t i c ~ n .  However, a  s h o r t  code v a l i d i t y  
i n t e r v a l  i s  c e r t a i n l y  ies:? v u i n c r a o l e  t h a ~ i  a l o n g  one .  

The r e s s o n  t h a t  t i le  ininimurr~ c o d e - v a l i l i i t y  i n t e r v a l  i s  s e t  by 
t h e  p r o p a g a t i o n  t i m e  t o  maximuri~ r s n g e  i s  because  IFF i s  t h o u g h t  o f  
as a b e a c o n - t r a n s p o n d e r  sys t em f o r  t h e  s u r v e i l l a n c e  o f  f r i e n d l y  
a i r c r a f t  and n o t  a s  a n  i n t e g r a l  p a r t  o f  a f i r e - c o n t r o l  sys t em.  The 
c r u c i a l  d i f f e r * e n c e  i s  t h a t  a  b e a c o n - s u r v e i l l a n c e  s y s t e m  demands 
r e p l i e s  from all f r i e n d l y  a i r c r a f t  a t  a 1 1  r a n g e s  and a l l  a z i m u t h s ,  
whereas  a  f i r e - c o n t r o l  sys t em n e e d s  a n  I F F  r e p l y  o n l y  from a i r c r a f t  
t h a t  have  been  d e t e c t e d ,  t r a c k e d ,  and t a r g e t e d  by t h e  weapon. The 
s u r v e i l l a n c e  r e y u i r e ~ n e r l t  p r o l i i ' e r a t e s  t h e  number o f  i n t e r r o g a t i o n s  
a n d  r e p l i e s ,  e s t a b l i s i l e s  s l o w e r  l i m i t  t o  the c o d e - v a l i d i t y  
i n t e r v a l  and r e s u l t s  i n  a s y s t e ~ n  t h a t  i s  i n h e r e n t l y  vulnerab1.e  t o  
enemy e x p l o i t a t i o n .  

If  we g i v e  u p  the su rve i l1an : : c  requirernerl t  and u s e  IFF' o n l y  a s  
a n  a d j u n c t  t o  f i r e  c o n t r o l ,  we c a n  u s e  a c c u r a t e - t i m e  
s y n c h r o n i z a t i o n  t o  a c h i e v e  a sys t em t h a t  i s :  

h a r d  t o  d e t e c t ,  
r v i r t u a l l y  u n e x p l o i t a b l c ,  and 

d i f f i c u l t  t o  jam. 



Atomic c l o c k s  a r e  a v a i l a b l e  t h a t  can p rov ide  t ime w i t h  an  a c c u r a c y  
on t h e  o r d e r  of  one t o  t e n  microseconds  f o r  p e r i o d s  i n  e x c e s s  of  a 
d a y .  Time s y n c h r o n i z a t i o n  w i t h  t h i s  a c c u r a c y  a l l o w s  s p r e a d  
spect rum s i g n a l l i n g  methods which i n c l u d e  f requency hopping,  t ime  
j i t t e r ,  and  a  d i f f e r e n t  i n t r a p u l s e  s p r e a d i n g  c o d e  o n  e a c h  
t r a n s m i s s i o n .  T h e s e  e s s e n t i a l  c h a r a c t e r i s t i c s  o f  e v e r y  
t r a n s m i s s i o n  a r e  known e x a c t l y  t o  e a c h  f r i e n d l y  s y n c h r o n i z e d  
s u b s c r i b e r ,  b u t  t h e  enemy sees o n l y  an  o c c a s i o n a l ,  s h o r t - p u l s e ,  
low-du ty - fac to r  s i g n a l  which a p p e a r s  random i n  t h e  d imensions  of  
t i m e ,  f r equency ,  and i n t r a p u l s e  code.  

Accurate- t ime s y n c h r o n i z a t i o n  can be employed i n  a  v a r i e t y  o f  
ways t o  a c h i e v e  s p e c i a l  ECCM f e a t u r e s .  The u s e  o f  I F F  a s  a n  
a d j u n c t  t o  f i r e  c o n t r o l  r e q u i r e s  s e l e c t i v e  i n t e r r o g a t i o n  o f  t h e  
t r a c k e d  t a r g e t  i n  range and azimuth.  S e l e c t i v e  i n t e r r o g a t i o n  i n  
r ange  can be ach ieved  by send ing  a n  i n t e r r o g a t i o n  p u l s e  s o  t h a t  i t  
w i l l  a r r i v e  a t  t h e  t a r g e t  a t  a  p r e s c r i b e d  t ime  of day known t o  b o t h  
p a r t i e s .  The f r i e n d l y  responder  s imply  opens a  narrow g a t e  a t  t h e  
p r e s c r i b e d  time o f  day. The synchronized i n t e r r o g a t o r ,  knowing 
p r e c i s e l y  t h e  t imes  t h a t  t h i s  r e c e i v e  g a t e  i s  open,  t r a n s m i t s  h i s  
i n t e r r o g a t i o n  e a r l y  by a n  amount e q u a l  t o  t h e  p ropaga t ion  d e l a y  
(measured a  p r i o r i )  t o  t h e  t r a c k e d  t a r g e t .  I f  t h e  measured range  
i s  c o r r e c t  a n d  t h e  t i m e  s y n c h r o n i z a t i o n  i s  a d e q u a t e  t h e  
i n t e r r o g a t i o n  p u l s e  shou ld  a r r i v e  a t  t h e  d e s i r e d  t a r g e t  when t h e  
r e c e i v e  g a t e  i s  open. Th i s  s i t u a t i o n  i s  d e p i c t e d  i n  f i g u r e  1 .  If 
t h e  i n t e r r o g a t i o n  p u l s e  s u b s e q u e n t l y  a r r i v e s  a t  a  more d i s t a n t  
f r i e n d l y  t a r g e t  w i t h i n  t h e  an tenna  beamwidth (P2 o f  f i g u r e  I ) ,  t h e  
a d d i t i o n a l  p r o p a g a t i o n  d e l a y  t o  t h e  second t a r g e t  c a u s e s  t h e  p u l s e  
t o  a r r i v e  a f t e r  t h e  r e c e i v e  g a t e  on t h e  second a i r c r a f t  has  c l o s e d .  
R e c e i p t  of  a p u l s e  i n  t h e  s e l e c t i v e - i n t e r r o g a t i o n  g a t e  t e l l s  t h e  
i n t e r r o g a t e e  t h a t  h i s  range from t h e  i n t e r r o g a t o r  i s  approx imate ly  
e q u a l  t o  t h e  in tended  i n t e r r o g a t i o n  range.  O f  c o u r s e ,  t h e  s p e c i f i c  
times o f  day s e t  a s i d e  f o r  s e l e c t i v e  i n t e r r o g a t i o n  can  be v e r y  
f r e q u e n t  and a s c r i b e d  i n  a pseudoraridorn f a s h i o n  known o n l y  t o  
f r i e n d l y  p a r t i c i p a n t s  wi th  a c c u r a t e l y  synchronized c l o c k s .  
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T h e  w i d t h  o f  t h i s  r e c e i v e  g a t e  m u s t  b e  s u f f i c i e n t  t o  
accommodate t h e  corribined c l o c k  e r r o r  a t  b o t h  t e r m i n a l s  and a n y  
range-measurement  e r ro r . .  1.f range-measurement  e r r o r  i s  n e g l i g i b l e ,  
as  i t  s h o u l d  be i n  a  f i r e - c o n t r o l  s y s t e m ,  and t i m i n g  u n c e r t a i n t y  a t  
e a c h  t e r m i n a l  i s  w i t h i n  - + 10 / I S ,  t h e  r e c e i v e  g a t e  cou1.d b e  a s  
rlarrow a s  40 ps .  T h i s  rrlearis t h a t  o n l y  t h o s e  t a r g e t s  w i t h i n  - + 6 km 
o f  t h e  i n t e n d e d  r a n g e  r e c e i v e  s v a l i d  i n t e r r o g a t i o n .  

T h i s  a p p r o a c h  t o  s e l e c t i v e  i n t e r r o g a t i o n  i s  o p e r a t i o n a l l y  
a d v a n t a g e o u s .  It; miriirnizes t h e  number o f  i n a d v e r t e n t  r e p l i e s ,  
marked ly  r e d u c i n g  t h e  problern o f  r e p l y  i n t e r f e r e n c e  o r  " f r u i t .  " 1 - t  
a l s o  g r e a t l y  r e d u c e s  t h e  e f f e c t i v e n e s s  o f  enemy  r e p e a t  
e x p l o i t a t i o n ,  a s  sceri  i ~ i  f ' ig i i rc  2. If' t h e  enemy r e p e a t e r  employs  
a n  omnidi re r : t iona l .  ant;enr:a, t:ic e f f e c  t i v e  zone  o f  e x p l o i t a t i o n  
becon~es  a n  a x ~ n u l a r  r.i.ng c-e:iter,ed a t  t h e  1oc;i t ion o f  t h e  exp .Loi te r .  
The w i d t h  of t h i . s  e x p 1 o i t : l t i o n  r i n g  i s  1 2  km, f o r  t h e  above  
example ,  and i t s  r a d i u s  is deter.mj.ned by t h e  i r ~ t c n d e t i  r ange  o f  t h e  
i r i t e r r o g : i t i o n .  I f  t t i c  i n t e r ; n s a  r .mge  i s  les:: t han  t l l c  r a n g e  t o  t h e  
u x p l o i t e r ,  t h e  e f ' f ' e c t i vc  eorle of' e x p l o i t a t i o n  s h r i n k s  t o  z e r o .  F o r  
iritericled i n t e r r o g a t i o r i s  a t  l o n g e r  rar igcu,  the r a d i u s  f o r  t h e  
a n n u l a r  zoric o f  explo i -Laid ion  i s  e t lua i  t o  t h e  i r i t e n d e d - i n t e r r e o g n t i o n  
range minus t h e  r a n g e  de1:ay ta Ihe  e x p l o i t e r  minus the e q u i v a l e n t  
r a n g e  t ie lny  t h r o u g h  tF,ti r e p e a t e r  i t s e l f .  The dependence  on t h e  
r a n g e  d e l a y  t h r o u g h  t h e  r e p e a t e r  f o r c e s  t h e  onemy t o  u s e  a  
c o n t i n u o u s - r e p e a - t e r  amplifier such a s  a  TWT. The enemy has  no  
k n o w l e d g e  o f  t h c  s p e c i f i c :  t i r n e  or.  d i r e c t i o n  o f  a g i v e n  
i n t e r r o g a t i o n  and t h e  d u t y  f a c t o r  o f  t h e  i n t e r r - o g a t i o n  s i g n a l  c a n  
be  e x t r e m e l y  low. Thc outp:it o f  t h e  enc.my 'CWT r e p e a t e r  i n  t h e  
a b s e n c e  o f  an  i n t e r r o g a t i o n  i s  h igh-power  n o i s e .  T h i s  makes t h e  
encmy e x p l o i t e r  v e r y  vul r ior i lb le  t o  d e t e c t i o r i  and a t t a c k  by f r i e n d l y  
f o r c e s .  it rnust a l s o  be  ren~ernbereii thtit t h c  e f f e c t i v e  zoric o f  
e x p l o i t a t i o n  is n o t  u r i d e r  t-r-IP ~ ~ ~ i o i t c ~ " : :  c o n t r o l  anti  o n l y  

I o c c a s i o n a l l y  d o c s  i t  c o i n c i d e  wi.ti; t h e  l o c a t i o r i  o f  f r i c i l d l y  f o r c c o .  

Thus r e p e a t  e x p l o i  La t i c r i  i:; not a s e v e r e  t11rt.a t b e c a u s e  t h e  
time-synchronized a p p r o a c h  r e s u l t s  i n  an  t . f - f ec t i ve  c o d e - v a l i d i t y  

I i r l t e r v a l  l i m i t e d  b y  c l o c k  e r r o r s  and riot by t h e  maxirrium r a n g e  o f  
t h e  s y s t e m .  

I f  c l o c k s  a r e  a v a i l a b l e  w i t h  :-lccuracic:; s u f f i c i e n t  t o  s u p p o r t  
t h e  c o n c e p t  o f  s e l e c t i v e  i n - t e r r o g a t i o n  by r a n g e ,  theti  t h e  concep- t  
o f  r a n g e  measurernenl; a t  t h c  i n t e r r o g i i t e e  car1 a l s o  be s u p p o r t e d .  
T h i s  c o n c e p t  a l l o w s  t ,he  i r i t c - .~ . roga tce  t o  :ovasure t h e  :dpp.=oximate 
rar lge t0 e a c h  a c t i v e  i n t e r r o g a t o r .  T h i s  i.f of l i t t l e  v a l u e  t o  t h e  
i r l t e r r o g a t e e  u r i l e s s  he  r e c e i v e s  a d d i L i o n a 1  infor r r ia t ion  de f ' i n ing  t h e  
weapon t y p e  a t  the i n t e r r o g a t o r .  T h i s  weapon i nf 'c)rrr~at ion,  coup led  
w i t h  rarige measurement  and s e l e c t i v e  i r i t e r r o g a t i o r l ,  can  form ~1 

s u f f i c i e n t  b a s i s  f o r  making a n  au toma ted  d e c i s i o n  t o  r e p l y  o r  n o t .  



If t h e  measured range  ( t o  t h e  i n t e r r o g a t o r )  i s  w e l l  beyond t h e  
weapon r a n g e ,  t h e  a p p r o p r i a t e  d e c i s i o n  might be  n o t  t o  r e p l y ,  
p a r t i c u l a r l y  i f  t h e  a i r c r a f t  i s  o v e r  enemy t e r r i t o r y  w h e r e  
e l e c t r o m a g n e t i c  r a d i a t i o n  of  any s o r t  can  be  hazardous .  

Implementing a range-measurement scheme is n o t  d i f f i c u l t .  If 
t h e  ~ n t e r r o g a t i o n  p u l s e  f o r  r ange  measurement i s  s e n t  a t  t h e  
p r e s c r i b e d  t i m e  of  day ,  i t  a r r i v e s  a t  t h e  i n t e r r o g a t e e  w i t h  a  
p r o p a g a t i o n  d e l a y  commensurate w i t h  t h e  range  between t h e  two 
p a r t i e s .  The i n t e r r o g a t e e  s imply  opens  a  r e c e i v e  g a t e  a t  t h e  
prescribed t ime  o f  day  and measures  t h e  range  d e l a y  t o  each  
i n t e r r o g a t o r .  The wid th  of t h i s  r e c e i v e  g a t e  i s  s e t  by t h e  
maximum range  o f  t h e  system (1 m s  f o r  300 km). The u n c e r t a i n t y  o f  
t h e  measurement is  l i m i t e d  by t h e  c l o c k  e r r o r  a t  bo th  terminals ( + G  - 

km f o r  +lo ps e r r o r ) .  T h i s  i s  n o t  a v e r y  p r e c i s e  measurement o f  
r a n g e ,  b u t  i t  should  be  adequa te  f o r  making t h e  r e p l y  d e c i s i o n ,  
and a s  improved c l o c k s  become a v a i l a b l e ,  t h e  accuracy  of t h i s  range 
measurement can be i n c r e a s e d  w i t h o u t  i n v o l v i n g  a major  r e d e s i g n  o f  
t h e  system. 

The n e x t  y u e s t l o n  i s  how t o  send tkic few b ~ t s  o f  I n f o r m a t i o n  
n e c e s s a r y  t o  d e f i n e  t h e  weapon a t  t h e  i n t e r r o g a t o r .  If t h i s  
i r l format lon 1s s e n t  a t  a p r e s c r i b e d  t ime  o f  day  exat: t ly a s  t h e  
range-measurement p u l s e  was s e n t ,  t h e  i n t e r r o g a t e e  knows p r e c i s e l y  
when t o  expec t  t h e  d a t a  p u l s e ,  independent  of bo th  range and c l o c k  
e r r o r ,  provided hls p o s i t i o n  has  n o t  changed a p p r e c i a b l y  between 
tho p r e v l o u s  range-measurement p u l s e  and t h e  c u r r e n t  d a t a  p u l s e .  
Th l s  knowledge o f  t h e  p r e c i s e  t ime  o f  a r r l v a l  of  t h e  d a t a  a l l o w s  
t h e  ~ n t e r r o g a t e e  t o  s e t  up an ex t remely  narrow r e c e i v e  g a t e  f o r  t h e  
r e c e p t i o ~ l  of  t h i s  d a t a .  The width  of  t h i s  g a t e  1s r e l a t e d  t o  t h e  
t~rrie r e s o l u t i o n  o f  t h e  sys tem,  which might be on t h e  o r d e r  o f  100 
n s  f o r  an ins ta r i t aneous  bandwidth of  10 Mhz. Such a n  ex t remely  
narrow g a t e  minirnlzes t h e  r l s k  o f  p a r t i a l -  t ime jamming. 

Accurate-  t ime  s y n c h r o n i z a t i o n  can a l s o  be u sed  advan tageous ly  
i n  t h e  r e p l y  s i g n a l l i n g .  The same s p r e a d  spect rum t e c h n i q u e s  o f  
f r e q u e n c y  h o p p i n g ,  t i m e  j i t t e r ,  and  a d i f f e r e n t  i n t r a p u l s e  
s p r e a d i n g  code on each t r a r i smiss ion  can be i n c o r p o r a t e d  t o  a c h i e v e  
c o v e r t n e s s  and jam r e s i s t a n c e  on the r e p l y .  I n  o r d e r  t o  t a k e  
advan tage  o f  t h e s e  t e c h n i q u e s  t h e  e x a c t  c h a r a c t e r i s t i c s  ( f r e q u e n c y  
hop,  t ime  hop,  and PN code)  must be  known i n  advance t o  a l l  
f r i e n d l y  p a r t i c i p a n t s  w i t h  synchron ized  c l o c k s .  T h i s  means t h a t  
t h e r e  n e e d  n o t  be  a n  e x a c t  o n e - t o - o n e  r e l a t i o n s h i p  b e t w e e n  
i r i t e r r o g a t i o n s  and r e p l i e s .  M u l t i p l e  s i m u l t a n e o u s ,  v a l i d  
i n t e r r o g a t i o n s  of  an  a i r c r a f t  would r e s u l t  i n  a  s i n g l e  r e p l y  a t  t h e  
p r e s c r i b e d ,  pseudorandom t i m e ,  f r equency ,  and PN code.  This s i n g l e  
r e p l y  would be a v a i l a b l e  t o  a l l  f r i e n d l y  i n t e r r o g a t o r s  whether  t h e y  
a c t u a l l y  i n t e r r o g a t e  o r  j u s t  l i s t e n  w i t h  t h e i r  an tenna  aimed i n  t h e  



d i r e c t i o n  of t h e  r e p l y i n g  a i r c r a f t .  ? h i s  i i s  c o n s i s t e n t  w i t h  t h e  
c o n c e p t  o f  an au tomated  d e c i s i o n  p r o c e s s  a t  t h e  ar irbcraf ' t  b e f o r e  a  
r e p l y  is marie, and r e s u l t s  i n  a number of' i n t e r e s t i n g  o p e r a t i o n a l  
modes. 

If t h e  a i r c r a f ' t  .A : ;ubject  t o  s e v e r e  jamming j.t ~ n i g k i t ,  u n d e r  
p i l o t  o p t i o n ,  go i n t o  a  mode o f  i r r e g u l a r ,  u r l s o l i c i t e d  r e p l i e s .  
?:kicil : j n so l i c i t t+ t i  r c p l y  would h a v e  the j . : i cn t ica l  s p r e a d  spei:trum 
c l i u r a c t e r i s t i c s  o f  a normal  r e p l y  a t  t h a t  s p e c i f ' i c  t ime and would 
h t ?  : - l v s i l x b l i .  t o  a l l  f r . ier id1.y i f i t e r r o g 3 t ~ r . s  w i t h  s y l l c ~ r ~ n i ~ e d  
c l o c k s .  Tk~e p i l o t  ~rii/;nl e l e c t  t h i s  o p t i o n  if 41e xa:; s e v e r e l y  
jtimrneri ar1:i 0 V t . r  l ^ r i en , ? Iy  t ? r . r ) i t o r ; ~  where tl-,e r . i a ~  o r  f r a t r i c i d e  
m i g h t  be  h i g h .  3;: m i ~ h t  ever1 oe i n s t r u c t e : j  t o  go i n t o  t h i s  mode 
o v e r  f r i e n d l y  t e ~ * r i t ; o r j ;  s o  + b n ~ t  511 i n t c r r o g a t ~ r s  c o u l d  r ema in  
s i l e n t  w i t h o u t  r e v e a l i  rig t h e i r  p o s i t i o n s .  The pi1o.L m i g h t  even  
e l e c t  a c o n t i n u o u s - r e p l y  mode a t  eve:y l i o s s i  ble  pscuciorandom r e p l y  
t i rne.  Th i s  coulr l  pe r fo rm t h e  f u n c t i o n  of' an emergency beacon if 
t h e  p;.Lot h a s  t o  d i t c r i  t h e  a i . r b c r u f t .  Vven i n  t h i s  rriode t h e  :;ignal 
would i n r l u d s  pseutior::~ndorn t ime h o p p i n g ,  f'r,scluen::y hopp ing ,  and a  
d i f ' i ' e r e ~ i t  sprbeati s p e c  t r , m  ~9u.i. on e v e q  - s r cns rn i s s ion .  Thus even  
the  ciiiergencjr-b~'a~;ori rriode w o x l d  b e  d i f f i c : u l t  f o r  t h e  enemy t o  
i n t e r c e p t  and e x p l o i t .  

Ciock  u p d a t i n g  i s  s iriajor zT>ricern i n  xlic des ig r i  o f  any sys t em 
r e q u i r i n g  a c c u r a t e -  t i m e  sg:lc:hroniz;ltion. E v e n t u a l l y  f r e e - r u n n i n g  
c l o c k s  w i l l  d r i f t  o u t s i u e  t h e  a c c e p t a b l e  l i m i t s  and r e q u i r e  time 
u p d a t i n g .  Ari a i r c r a f t  m i s s i o n  t i m e  i s  f a i r 1 . y  s h o r t  and c l o c k  
u p d a t e  i n f o r m a t i o n  c o u l d  be :;upplietl j u s - t  p r i o r  t o  o r  j u s t  a f t e r .  
t a k e  o f f .  The r e a l  problem f o r  t h e  a i r c r a f t  i s  m a i n t a i n i n g  
a d e q u a t e  time s y n c h r o n i z a  Lion i n  t h e  s e v e r e  a i r c r a f t  s n v i r o n m e n t .  
Although n o t  t r i v i a l ,  t h i s  problem c a n  be  :ilddressed i n  t h e  d e s i g n  
arid development o f  ari a i r b o r n e  c l o c k .  

T h e  g r o u n d - i n t e r r o g a t i o n  e q u i p m e n t  a s : ; o c i a t c d  w i t h  a 
sho r t - i i nnge  A i r  De fense  :55(3~~3) wenpoii system d o e s  n o t  h a ~ e  the 
l u x u r y  o f  r e t u r n i r i g  t o  a  b a s e  i'or tirrie c a l . i b r a t i o n  2nd updatt? a f t e r  
e a c h  m i s s i o r i .  A n y  v i a b l e  I F F  s y s t e m  m u s t  b e  d e s i . g n e d  t o  
accommodate sornewhat i n f e r i o r  c l o c k  s y n c h r o n i e a t i o n  f'or t h e  SfIORAD 
w e a p o n s  s y s t e m s ,  unci c l o c k  u p d a t e  i n f o r m a t i o n  s h o u l d  be  
autor: iat ical . ly  p r o v i d e d  t o  tries? weaporiv s y s t e m s  as  p a r t  o f  the 
normal  r e p l y  s i g n a l l i n g .  T h i s  car1 bc done based  on the  a s s u m p t i o n  
t h a t  t h e  c l o c k  i n  t h e  ~ i r ~ c r a f t  i s  gcner: i l ly  more p r e c i s e  t h a n  t h e  
orie a t  t h e  SHURAD interrogator.. Thus t h e  friendly a i r c r a f t  c an  a c t  
a:; n p o r t a b l e  s e c o n d a r y  t ime s-tilnd3rci f o r  2pt i : i t ing t h e  SHORAT) 
c l o c k s .  

T h e  a u t o m a t i c - c l o c k - u p c i a t i :  a p p r o a c h  i s  'ukised o n  a r e p l y  
c o n t a i n i n g  a t  l e a s t  two p u l s c s .  If' one pulse. i s  s e n t  a t  t h e  
p r e s c r i b e d  p s e u d o r u ~ i c i o m  r e p l y  t i m e ,  i t  w i l l  a r r i v e  a t  t h e  



i n t e r r o g a t o r  a f t e r  the a p p r o p r i a t e  r a n g e  d e l a y .  The g r o u n d  
i n t e r r o g a t i o n  equipment knows t h e  pseudorandom t ime  t h a t  t h e  p u l s e  
was s e n t  and measures  t h e  a p p a r e n t  range d e l a y  r e l a t i v e  t o  h i s  
c l o c k .  The term "apparen t  range de lay"  i s  used because  i t  i n c l u d e s  
t h e  r e l a t i v e  c l o c k  e r r o r  between t h e  t e r n i i n a l s  a s  w e l l  a s  t h e  t r u e  
p r o p a g a t i o n  d e l a y .  The second p u l s e  of  t h e  a i r c r a f t  r e p l y  i s  s e n t  
advanced o r  r e t a r d e d  from a  p r e s c r i b e d  pseudorandom r e p l y  time by 
an amount e q u a l  t o  t h e  a p p a r e n t  r ange  d e l a y  t h a t  t h e  a i r c r a f t  h a s  
measured f o r  t h a t  i n t e r r o g a t i o n .  Th is  o f f s e t  r e p l y  p u l s e  a r r i v e s  
a t  t h e  i n t e r r o g a t o r  a f t e r  t h e  same p r o p a g a t i o n  d e l a y  a s  t h e  
p r e v i o u s  p u l s e ,  provided t h e  a i r c r a f t  h a s  n o t  moved s i g n i f i c a n t l y  
s i n c e  t h e  p r e v l o u s  p u l s e .  The a r r i v a l  t ime  o f  t h i s  p u l s e ,  r e l a t l v e  
t o  t h e  p r e s c r i b e d  pseudorandom time a t  t h e  i n t e r r o g a t o r ,  i s  e x a c t l y  
t w i c e  t h e  p r o p a g a t i o n  d e l a y  t o  t h e  a i r c r a f t ,  independent  o f  c l o c k  
e r r o r  a t  e i t h e r  t e r r r l i n a l .  Thus  o n e  r e p l y  p u l s e  p r o v i d e s  
p r e c i s e - r a n g e  i n f o r m a t i o n  whi le  t h e  o t h e r  p r o v i d c s  apparen t - range  
i n f o r m a t i o n .  Th i s  a l l o w s  t h e  SHORAD t e r m i n a l  t o  de te rmine  i t s  
c l o c k  e r r o r  r e l a t i v e  t o  t h e  more a c c u r a t e  a i r c r a f t  c l o c k .  T h i s  
i n f o r m a t i o n  can be c o l l e c t e d ,  ave raged ,  and e v e n t u a l l y  a p p l i e d  a s  
a n  upda te  t o  t h e  SHORAD c l o c k .  I t  should  be po in ted  o u t  t h a t  a n  
a i r c r a f t  can  p rov ide  c l o c k  u p d a t e  i n f o r m a t i o n  f o r  on ly  one SHORAD 
a t  a t i m e ,  and  i t  i s  i m p o r t a n t  t h a t  t h e  SHORAD c h e c k  f o r  
consistency i n  c lock-upda te  i n f o r m a t i o n  be fo re  a c t u a l l y  making a  
c o r r e c t i o n  t o  t h e  c l o c k .  

P r e c i s e  t i m i n g  a l l o w s  t h e  r e p l y  s i g n a l l i n g  t o  i n c l u d e  
a d d i t i o n a l  i n f o r m a t i o n  such a s  t h e  s p e c i f i c  t a i l  number o f  t h e  
r e p l y i n g  a i r c r a f t .  T h i s  i n f o r m a t i o n  would  h e l p  t h e  SHORAJI 
equipment s o r t  o u t  eriemy tag-a long  s p o o f e r s  who s imply  r e p e a t  t h e  
r e p l y  s i g n a l  from a f r i e n d l y  a i r c r a f t .  The SHORAD equipment can 
e a s i l y  r e c o g n i z e  t h a t  t h e  two r e p l i e s  g i v e  t h e  same t a i l  number, 
and t h e  weapon o p e r a t o r  can be a l e r t e d .  

The b a s i c  IFF  signalling scheme i s  shown i n  f i g u r e  3. A l l  t ime 
i s  d i v i d e d  i n t o  l r l t e r s o g a t i o n  p e r i o d s  fo l lowed by r e p l y  p e r i o d s .  
Whenever a n  i n t e r r o g a t i o n  i s  i n i t i a t e d  i t  w i l l  be accomplished i n  
t h e  n e x t  a v a i l a b l e  i n t e r r o g a t i o n  p e r i o d .  The IFF r e s p o n d e r  l i s t e n s  
a t  a p p r o p r i a t e  t imes  d u r i n g  each i n t e r r o g a t i o n  pe r iod  and c o l l e c t s  
t h e  i r l fo rmat ion  t o  de te rmine  t h e  v a l i d i t y  and i d e n t i t y  o f  t h e  
i n t e r r o g a t i o n  a s  w e l l  a s  i t s  a p p l i c a b i l i t y  t o  t h e  s p e c i f i c  
r e sponder .  The responder  e v a l u a t e s  t h i s  information and r e p l i e s  i n  
t h e  p e r i o d  immediate ly  f o l l o w i n g  the  i n t e r r o g a t i o n  i f  a  d e c i s i o n  t o  
r e p l y  i s  made,  The i n t e r r o g a t o r  t h e n  e v a l u a t e s  t h e  r e p l y  
i n f o r m a t i o n  and  e i t h e r  r e i n t e r r o g a t e s  o r  makes  a f i n a l  
d e t e r n i i n a t i o n  o f  F r i e n d ,  Spoofe r  o r  Enemy. 
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The i n t e r r o g a t i o n  a n d  r e p l y  p e r i o d s  a r e  e a c h  d i v i d e d  i n t o  f o u r  
frames of  a b o u t  8 m s  each.  The a c t u a l  s i g n a l l i n g  c o n s i s t s  o f  a  
s h o r t  b u r s t  o f  RF e n e r g y  12.8 ,us l o n g  i n  e a c h  f r ame .  The s p e c i f i c  
t r a n s m i s s i o n  t i m e  w i t h i n  e a c h  f r ame  i s  pseudorandomly  d e t e r m i n e d  
f rom 51 2 p o s s i b l e  t i m e  s l o t s .  The r e m a i n i n g  t i m e  i n  each  f rame i s  
used  f o r  s i g n a l  p r o c e s s i n g  i n  p r e p a r a t i o n  f o r  t h e  n e x t  f r ame .  The 
a c t u a l  1 2 . 8  11s t r a n s m i s s i o n  i s  phase  modula ted  w i t h  0.1 p s  c h i p s ,  
Both  t h e  c h i p p i n g  code  and t h e  c a r r i e r  f r e q u e n c y  a r e  pseudorandomly  
s e l e c t e d  on e a c h  t r a n s m i s s i o n .  There  a r e  64 c a r r i e r  f r e q u e n c i e s  
f o r  a t o t a l  f r e q u e n c y  hop bandwidth  o f  640 MHz and t he re  are  128 
d i f f e r e n t  c h i p p i n g  c o d e s .  T h e  c o m b i n a t i o n  o f  t i m e  h o p p i n g ,  
f r e q u e n c y  h o p p i n g  a n d  s p r e a d  s p e c t r u m  c o d i n g  r e s u l t s  i n  a  
p r o c e s s i n g  g a i n  o f  66 dB. T h i s  p r o v i d e s  t h e  b a s i s  f o r  a s y s t e m  
which i s  h a r d  t o  d e t e c t ,  v i r t u a l l y  u n e x p l o i t a b l e  and d i f f i c u l t  t o  
jam. 

The above  d i s c u s s i o n  h a s  h i g h l i g h t e d  c e r t a i n  s s p e o t s  o f  a new 
IFF scheme based  on a c c u r a t e - t i . m e  s y n c h r o n i z a t i o n .  The d e t a i l s  o f  
this a p p r o a c h  a r e  p r e s e n t e d  i l l  a p a p e r  which was p u b l i s h e d  i n  
September  1980 i . s sue  o f  t h e  I F E E  T r a n s a c t i o n s  on Communkca t i o n s .  P? 



TACTICAL CLOCKS 

The  e n t i r e  concept  of' a t lme  synchronized IFF system evolved 
o u t  of t h e  need t o  p rov ide  an  " e f f e c t i v e  c o d e - v a l i d i t y  i n t e r v a l "  
( s e l e c t i v e  i n t e r r o g a t i o n  zone) which was much s h o r t e r  t h a n  t h e  
maximurn p ropaga t ion  d e l a y  of t h e  system. If a minimum unambiguous 
range of 150 km i s  needed;  t h e  e f f e c t i v e  code v a l i d i t y  i n t e r v a l  
should  be much s m a l l e r  t h a n  500 ps .  The range-measurement 
a c c u r a c y  and t h e  e x p l o i t a b i l i t y  o f  t h e  system bo th  improve a s  t h i s  
e f f e c t i v e  l n t e r v a l  i s  reduced,  b u t  t h e  c lock  accuracy  r e q u i r e d  
becomes i n c r e a s i n g l y  s t r i n g e n t .  Requi r ing  a  c l o c k  p r e c i s i o n  b e t t e r  
t h a n  1 p s  i s  n o t  r e a l i s t i c  f o r  t a c t i c a l  weapons, even wi th  a tomic 
c l o c k s .  A nominal system accuracy  o f  + l o p s  was s e l e c t e d  a s  being 
t h e  l e a s t  s t r i n g e n t  s p e c i f i c a t i o n  c a p a b l e  o f  p rov id ing  s u b s t a n t i a l  
ECCM improvement. The concept  developed i n  Reference 1 i n c l u d e d  a 
s p e c i a l  mode which would a l l o w  SHORAD i n t e r r o g a t o r s  wi th  degraded 
c l o c k s  t o  c o n t i n u e  f u n c t i o n i n g  and r e c e i v e  au tomat ic  c l o c k  u p d a t i n g  
u n t i l  t h e i r  s y n c h r o n i z a t i o n  degraded beyond - + 100 p s .  A se~na in i r l e  
q u e s t i o n  is  t h e  a v a i l a b i l i t y  o f  p r a c t i c a l ,  i n e x p e n s i v e  c l o c k s  t h a t  
provide t h e  r e q u i s i t e  performance i n  the  t a c t i c a l  environment.  

A t  t h i s  p o i n t  we m u s t  d i s t i n g u i s h  b e t w e e n  a  p r e c i s i o n  
o s c i l l a t o r  and a  p r e c i s i o n  c lock .  The p r e c i s i o n  o s c i l l a t o r  i s  a 
d e v i c e  whose o u t p u t  f requency  i s  ex t remely  s t a b l e  as a f u n c t i o n  o f  
time and environment.  The p r e c i s i o n  c lock  i n c o r p o r a t e s  a  p r e c i s i o n  
o s c i l l a t o r  and count-down c i r c u i t s  t o  p rov ide  an  ex t remely  a c c u r a t e  
i n d i c a t i o n  o f  time of day. I n t e r n l i t t e n t  o p e r a t i o n  o f  a p r e c i s i o n  
o s c i l l a t o r  i s  a c c e p t a b l e  provided t h e  o u t p u t  s e t t l e s  down t o  t h e  
p roper  f requency w i t h i n  a r e a s o n a b l e  t ime.  I n t e r m i t t e n t  o p e r a t i o n  
o f  a p r e c i s i o n  c l o c k  i s  t o t a l l y  u n a c c e p t a b l e ,  even i f  t h e  b a s i c  
o s c i l l a t o r  w i t h i n  t h e  c l o c k  is extremely a c c u r a t e  and q u i c k l y  
s e t t l e s  down t o  t h e  p roper  f requency ,  because  i t s  t ime  i n d i c a t i o n  
i s  u s e l e s s  u n t i l  i t s  r e a d o u t  i s  synchronized w i t h  a n  adequa te  
e x t e r n a l  s t a n d a r d .  

The t r a d i t i o n a l  appproach t o  p r e c i s i o n  c l o c k s  s i n c e  1760, when 
Har r i son  inven ted  t h e  f i r s t  chronometer ,  h a s  been t o  never  s h u t  t h e  
i n s t r u m e n t  o f f  and never  r e - s e t  t h e  read o u t .  Cur ren t  r e a d i n g s  are 
compared p e r i o d i c a l l y  w i t h  a  t ime  s t a n d a r d ,  and  a r u n n i n g  
t a b u l a t i o n  o f  t h e  e r r o r  i s  d u t i f u l l y  k e p t .  A l o n g  h i s t o r y  o f  
performance is  t h u s  developed which n o t  o n l y  b u i l d s  conf idence  b u t  
p r o v i d e s  u s e f u l  i n t e r p o l a t i o n  p r i o r  t o  t h e  n e x t  check w i t h  a t ime 
s t a n d a r d .  The r e s y n c h r o n i z a t i o n  approach is  l e s s  r e l i a b l e  because  
t h e  b e n e f i t  o f  a long h i s t o r y  i s  l o s t .  Fur thermore t h e  s e t t i n g  o f  
time r a t e  o r  f requency i s  a  d i f f i c u l t  t a s k ,  r e q u i r i n g  a  s i g n i f i c a n t  
h i s t o r y  o f  performance.  S e t t i n g  t h e  hands o f  a pendulum c l o c k  i s  
qu ick  and e a s y ,  b u t  s e t t i n g  t h e  r a t e  (pedulum l e n g t h )  r e q u i r e s  days 
o r  even months, depending on t h e  accuracy  d e s i r e d .  



The o n l y  r e a l  c a n d i d a t e s  f o r  t h e  p r e c i s i o n  o s c i l l a t o r  i n  a 
t a c t i c a l  c l o c k  s r e  t h e  cesium-controlled o s c i l l a t o r ,  t h e  
rubidium-controlled o s c i l l s t o r ,  and t h e  q u a r t z  c r y s t a l  o s c i l l a t o r .  
b o t h  ces idm ;nil r ub id ium r e l y  0x1  t h e  ex t rume s t a b i l . i . t y  o f  an  a t o m i c  
r e s o n a n c e  phenomenon. Al though t h e  rub id ium and ces ium r e s o n a n c e s  
were b o t h  dc rnons t r a t ed  i n  t h e  1 9 5 0 ' s ,  t h e  ces ium d e v i c e  h a s  
dominated  f o r  a b s o l u t e - f  rbcquency- s t anda rd  a p p l i c a t i o n s .  The ce s ium 
d e v i c e  i s  a p r i ~ n r ~ r y  ::tandar*:i w h o s e  o u t p u t  f ' r e q , u e n c y  c a n  b e  
a c c u r b a t e l y  p r e d i c t e d  fro111 measurements  o f  funda rne r~ ta l  p a r a m e t e r s  
s u c h  a s  p r e s s u r e ,  ternper.iit;.~r-u, a n d  a x i a l  rriagnc t i c  f i e l d .  The 
rubid iwr i  d c v i c e  is s s e c o n d a r y  s t a n d a r d  b e c a u s e  t h e  a c c u r a c y  o f  
t h i s  p r e d i c t i v e  p r o c e s s  i s  l c s s  p r e c i s e  t h a n  t h a t  o f  t i l e  ces ium 
d e v i c e .  Ir, p r a c t i c e ,  t1;e frequency of' a  r u b i d i u m - c o n t r o l l e d  
o s c i l l a t o r *  i s  tr>irrmcd, a f t e r  n ~ r ~ x f a c t u r e ,  t o  the f r e q u e n c y  of'  a 
prirriary s t a n d a r d .  The (qua r t z  cry:; t a l  o s c i l l a t o r  r e l i e s  on t h e  
m e c h a n i c a l  resonance o f  ar! 3c::ur:itely rnactiincci q u a r t z  p l a t e  and i t s  
f u n d a m e n t a l  a c c u r a c y  an3 ?o:lg-term s t a b i l i t y  a r e  i n f e r i ~ r  t o  t h a t  
of  t h e  a tomic  o s c i l l a t o r s .  'Yhe q u a r t z  c r y s t a l  o s c i l l a t o r  h a s  n o t  
beer1 c o n s i d e r e d  a s  ti prbirnar.y frequerlcy s t a n d a r d  f o r  h a l f  a  c e n t u r y ,  
b u t  t h e  e x t e n s i v e  h i s t o r y  arid s u c c e s s  o f  t h i s  d e v i c e  a:; a v e r y  
s t a b l e  w o r k i n g  o s c i l l a t o r  s t i l l  make  i t  :.i c a n d i d a t e  f o r  a n  
e x t r e m e l y  s t a b l e ,  i f  riot p r e c i s i o n ,  c l o c k .  

The c e s i u m - c o n t r o l  Led o s c i l l a t o r  i:; d e s i g n e d  a s  a p r i m a r y  
f r e q u e n c y  s t a n d a r d  a n d ,  a:; s u c h ,  a c h i e v e s  tb .e  u l t i m a t e  i n  
p e r f o r ~ r ~ a n c e .  I Iowevcr  i t  i s  e x t r c r r l c l y  e x p e n s i v e  ( $ 2 6 , 0 9 0  t o  
$30,00~)), i t  i s  heavy  (71) anri i-L i s  n o t  d e s i g n e d  t o  
f u n c t i o n  i r l  a  t a c t i c a l  e n v i r o r m e n t .  

The r u b i d i u m - c o n t r o l l e d  o s c i l l a t o r  i s  a much s m a l l e r  d e v i c e .  
One company ( ~ f r n t o m  o f  C a l i f o r n i a )  i s  p r o d u c i n g  a u n i t  f o r  
t a c t i c a l  m i l i t a r y  a i r c r a f t  t h a t  i s  a p p r o x i m a t e l y  4" x 4" x 5" and 
c o s t s  a b o u t  $ 6 , 0 0 0 .  T h i s  company i s  c u r r c n t l y  d e v e l o p i n g  a s m a l l e r  
u n i t  ( x 9 1 / 2 "  x 4'') f u r  a t a c t i c a l  a i r c r a f t  communica t ions  
sys t em . Thi:; u n i t  i s  e x p e c t e d  t o  c o s t  a p p r o x i m a t e l y  $7,000 i n  
l a r g e  q u a n t i t i e s .  I l i j s  c e r t a i n l y  B cano id r i t e  f 'o r  t h e  o s c i l l a t o r  
i n  any t a c t i c a l  c l o c k  . 

Some r e c e n t  a d v a n c e s  i n  qur.irtz c r y s t a l  o s c i l l a t o r  t e c h n o l o g y  
make t h i s  d e v i c e  a n  i n t c r e s t i n g  c a n d i d a t e .  Tn p a r t i L c u l a r ,  t h e  new 
SC c u t  p r o v i d e s  e x c e l l e n t  s p e c t r a l  p u r i t y ,  low a g i n g  r a t e ,  and l e s s  
s e n s i t i v i t y  t o  v i b r a t i o n .  These  u n i t s  a r e  s m a l l  ( <  1 c u b i c  
i n c h e s ) ,  light ( 0 . 7  low-power ( <  2~), a n d  i n e x p e n s i v e  
($'750); b u t  t h e y  do  n o t  have t h e  fundamen ta l  a c c u r a c y  o r  l ong - t e rm 
s t a b i l i t y  o f  t h e  a tomic  o s c i l l a t o r s .  

Frequency  s t a b i l i t y  and long - t e rm f r e q u e n c y  drift a r e  dominant  
f a c t o r s  i n  t h e  ckoi .ce of' an  o s c i l . l a t o r  f o r  a  a c c u r a t e  t a c t i c a l  
c l o c k .  Frequency  d r i f t  i s  a more o r  l e s s  random f u n c t i o n  and i t s  



c a u s e  i s  riot well u n d e r s t o o d .  I t  can  v a r y  marked ly  from one t i m e  
i n t e r v a l .  t o  t h e  n e x t  and from u n i t  t o  u n i t .  I f  t h i s  were n o t  s o ,  
t h e n  f r e q u e n c y  d r i f t  c o u l d  be modeled and i t s  d e t e r m i n i s t i c  e f f e c t s  
removed. I n  a  s e n s e  t h e  d r i f t  s p e c i f i c a t i o n  o f  an o s c i l l a t o r  is  
s i m p l y  a n  u p p e r  bound crn l o n g  t e rm,  u n e x p l a i n e d  e f f e c t s ,  and t h e r e  
i s  no g u a r a n t e e  t h a t  t h e  d r i f t  f u n c t i o n  is  e i t h e r  smooth o r  
mono t o n i c .  

F i g u r e  4 i s  n s i m p l i f i e d  e x t r a p o l a t i o n  b a s e d  o n  t h e  
f r e q u e n c y - d r i f t  s p e c i f i c a t i o n  o f  o n e  o f  t h e  b e s t  d o u b l e - o v e n  
c r y s t a l  osci_1,lCjltors on t h e  marke t .  The d r i f t  s p e c i f i c a t i o n  i s  l e s s  
t h a n  1 x 10 pe r  day  a f t e r  a  30 day warmup. The u n i t  s e l l s  f o r  
a b o u t  $1800,  consumes a b o u t  2 .5  W of  i n p u t  power,  and f i t s  i n  a 
package  2 7/8"  x 3 3/16" x 5". The d o t t e d  c u r v e  i n d i c a t e s  t h a t  t h e  
nomina l  I F F  sys t em a c c u r a c y  o f  + 10 ps c o u l d  be m a i n t a i n e d  f o r  t h e  
f i r s t  1.5 d a y s  w i t h o u t  c l o c k  u p d a t e  and t h e  degraded l i m i t  o f  + 100 

ps c o u l d  be m a i n t a i n e d  f o r  a b o u t  5 d a y s .  The s o l i d  c u r v e s  i n d i c a t e  
t h e  e x t r a p o l a t e d  pe r fo rmance  w i t h  d a i l y  c l o c k  u p d a t e s .  A f t e r  5 
d a y s  a c l o c k  u p d a t e  e v e r y  day  would be e s s e n t i a l ,  and a f t e r  1 2  d a y s  
t h e  c l o c k  u p d a t e  i n t e r v a l  would have t o  be l e s s  t h a n  1 day  even f o r  
t h e  deg raded  mode o f  o p e r a t i o n .  

Fig m e  4. CnqaXCLY Oh cLLYCLtoh Figwc 5. Kubidium Oa cil.!.aXoh 
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F i g u r e  5 i s  a s i m i l a r  e x t r a p o l a t i o n  f o r  a smal l  
r u b i d i u m - c o p ~ r o l l e d  o s c i l l a t o r  w i t h  a f r e q u e n c y  d r i f t  s p e c i f i c a t i o n  
of 1 x 10- p e r  month. T h i s  u n i t  sells f o r  a b o u t  $6000,  consumes 
13 W of  power, and f i t s  i n  a package  a p p r o x i m a t e l y  4" x 4" x  5". 



The clot ted c u r v e  i n d i c a t e s  t h a t  t h e  norninal a c c u r a c y  o f  + 10 p s  
c o u l d  be m a i n t a i n e d  f o r  n e a r l y  1 nionth w i t h o u t  c l o c k  updateLand t h e  
deg raded  L i m i t  o f  + 100 [ i s  cou ld  be m a i n t a i n e d  f o r  n e a r l y  3 months.  
The s o l i d  c u r v e s  i n d i c a t e  t h a t  o p e r a t i o n  w i t h i n  t h e  degraded l i m i t  
c o u l d  be ex tended  t o  b e t t e r  t h a n  4 months i f  c l o c k  u p d a t e s  were 
o b t a i n e d  a s  i n f r e q u e n t l y  a s  once p e r  month. The per formance  o f  t h e  
c r y s t a l  o s c i l l a t o r  is m a r g i n a l ,  a t  b e s t ,  f o r  tlie IP'P a p p l i c a t i o n ,  
anti t h e r e  i s  c e r t a i n l y  no l a t i t u d e  f o r  degraded p c r  Eormance i n  t h e  
t a c t i c a l  e r iv i ronment .  Or, t h e  o t h e r  hand,  t h e  perf 'ormance o f  t h e  
r u b i d i u s - c o n t r o l l . e d  o s r i  Ll l i i tor .  is c l e a r l y  s u p e r i o r ,  and  
i :c )ns iderable  l a t i t l l d e  is available -for  degraded pcrforrrluncc i n  t h e  
t a c t i c a l  environment. 

Comrnerc iaI  c e s i u m  f ' r e u u e n c v  s t a n d a r d s  h a v e  a  l o n ~  t e r m  
u - 
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frequerlcy d r i f t  s p e c i f i c i t i o n  o f  J x 10-I;' . T h i s  - - ~  i s  b e t t e r  t h a n  
t h e  pe r fo rmance  o f  t h e  r u b i d i u m - c o n t r o l l e d  o s c i l l a t o r  and s h o u l d  
c e r t a i n l y  be a d e q u a t e  f o r  t h e  IFF a p p l i c a t i o n ,  b u t  i t s  s i z e ,  
w e i g h t ,  and c o s t  make i t  p r a c t i c a l  o n l y  a s  a  p r i m a r y  s t a n d a r d  a t  a  
m a j o r  base .  

A l tnough  s t a b i l i t y  an:r long--term d r i f t  are t he  domiriant f a c t o r s  
i n  t h e  c h o i c e  o f  a n  o s c i l l ~ t o r  f o r  a  p r e c i s i o n  t a c t i c a l  c l o c k ,  t h e  
f i n a l  d e c i s i o r i  depends  on s nuribcr o r  pr:ictic:al f a c t o r s  a s  w e l l .  
n- l n e  s i g n i f i c a r i t  p a r a m e t e r s  nf  t he  t h r e e  c a n d i d a t e  o s c i l . l a t o r s  a r e  
summarized i n  T a b l e  I. 

I t  i s  c l e a r  fro111 T a b l e  I t h a t ,  u n l e s s  orlc i s  w i l l i n g  t o  u p d a t e  
t h e  c l o c k s  v e r y  f r e q u e n t l y ,  a tonl ic  o s c i l l a t o r s  w i l l  be r e q u i r e d .  
130th t h e  ces ium and rubid ium o : ~ c i l l a t o r s  car1 p r o v i d e  more t h a n  
a d e q u a t e  s t a b i l i t y  f o r  t h e  IE'h' a p p l i c a t i o n ,  b u t  t h e  r u b i d i u m  
o s c i l l a t o r  i s  t h e  o n l y  p r a c t i c a l  c h o i c e  f u r  a  t a c t i c a l  sys tem.  The 
rub id ium o s c i l l a t o r  h a s  a c o n s i d e r a b l e  margin  of s a f e t y  f o r  deg raded  
performance in t h e  t a c t i c a l  eriviror-iment and ,  :IS e x p e r i e n c e  i s  g a i n e d  
w i t h  t h e s e  u n i t s ,  t h e  s y s  tern synchroniza t j .c jn  r e q u i r e m e n t s  might  be 
t i g h t e r i e d  to  y i e l d  more : ~ c c u r a t e  18ange m e a s u r e m ~ n t  srld improved ECCM 
per fo rmance .  

CONCLUSION I 
A c c u r a t e  t i m e  sy r l ch ro r i i za t ion  cou ld  forni t h e  e s s e n t i a l  b a s i s  of' 

a new s p r e a d  spectrurii  IF'F sys t em which o f f ' c r s  s u b s t a r l t i a l  r e s i s t a n c e  
t o  enerny jamming and makes s p o o f i n g  and e x p l o i t a t i o n  e x t r e m e l y  
d i f f i c u l t .  The compact rubit i ium o s c i l l a t o r  i s  t h e  o n l y  v i a b l e  
c a n d i d a t e  f o r  a t a c t i c a l  c l o c k  w i t h  s u f f i c i e n t  a c c u r a c y  t o  s u p p o r t  
t h i s  IFF c o n c e p t .  The perbf'ormarice of  t h e s e  compact rubidium 
o s c i l l a t o r s  i s  e x t r e m e l y  i m p r e s s i v e  f o r  their c u r r e n t  s t a t e  o f  
deve lopmen t ,  b u t  a d d i t i o n a l  p r o d u c t i o n  e n g i n e e y i n g  i:; n e c e s s a r y  t o  
g u a r a n t e e  per formance  i n  t h e  t a c t i c a l  env i ronmen t .  The a p p l i c a t i o n  



Table  T 

Comparison of O s c i l l a t o r  C h a r a c t e r i s t i c s  

Cesium Rubicli um 
-.--- SC C r y s t a l  

Aging Ra te  3x1 0-I /ma I X ~ O - ~ . ~  /mo IX~O- 'O/  day 

Aging Kate 4 uslmo 13 ~ls/rno 4 w / d a y  

Warm up 30 mi, f o r  4  min f o r  24 h r s l h o r  
1 x 1 0 - J * ~  5x10-lo 5x10- 

60 minlfor 30 d a y s  f o r  
1x10- 1 x1.0-10 

Retrace Af tcr 7x10-l2 1 x 1 0 ~ ~ ~ .  1 x 1 0 - ~  a f t e r  
24 h r  Shu t  O f f  2 h r  warmup 

Temperature -40' t o  7 5 ' ~  - 5 5 ' ~  t o  68OC - 5 5 ' ~  t o  6o"c 

V i b r a t i o n  MIL-1 67-1 Not E s t a b l i s h e d  Not s p e c i f i e d  
Spec  = 4 x 1 0 - 1 2 / ~  

S i z e  9" x 17" x 16" 4" x 4" x 5" 2.4" x 3.2" x 5" 
o r  

2 yl x 3 $I1 x 4" 

Weight 70 l b .  4 .5  o r  2 l b .  2 l b .  

Power 43 W 13 W 2.5 W 

Cost $26K $6K - $3K $ 1 ~  - $2K 



o f  a c c u r a t e - t i m e  sy r - i ch ron iza t ion  i s  n o t  l i m i t e d  t o  IFF  and  i t s  
increa: ; in[? u : ; ~  i s  e x p e c t e d  t o  r e v o l u t i o r l i z e  t h e  whole approach t o  
s e c u r e ,  j a m - r e s i s t a n t  e l e c t r o n i c  sys t ems  f o r  t h e  m i l i t a r y .  

1. . 11 . - -  VV. I<. Erri.' , I ?  : < y s t e ~ :  o e  3;se d o n  Tirnc 
I! - -  

S y n c h r o n i z a t i o n  , E !  1 ' r a n : ; ~ i i : t i n n s  i l ommu: l i ca t i on ,  p p .  
1530-1 t ; j ' / ,  Segternber  1 3:5,.j. 

2. H .  k ' r u e h a u f ,  W .  I r le idemann,  5 .  J c c h a r t ,  " D e v e l o p m e n t  o f  a 
Sub-Min ia tu re  Rubidium O s c i l l a t o r  f o r  Seek Ta lk  A p p l i c a t i o n , "  i n  
F r o c .  1 2 t h  Annual P r e c i s e  T i m e  and T i m e  In terval  (PT 'L ' J . )  
A p p l i c a t i o n s  and Planning Mee t ing ,  December 1980. 
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PT'I A p ~ l T c a t i o n s  and  P l a n n i n g  M e e t i n g  ( t h i s  i s s u e ) ,  



QUESTIONS AND ANSWERS 

DR. STOVER, Defense Communications Agency 

My question really doesn't have to do with the clocks themselves, 
but back to your figure that showed the four frames. Have you 
looked into the possibility that the enemy having captured one of 
these devices could gain considerable information even though he 
didn't know the code from the information in those four frames just 
as when the pulse was received and so forth? 

Aren't you perhaps giving him information even though we can't 
g e t  the code? 

MR. B R I D G E :  

I don't think so. I think what we've done i s  we've put all our 
eggs in the basket of the cryptographic key. As long as he has a 
valid key, he can use the system exactly as we would. I f  he cap- 
tured one, he could certainly use it the way we would. And, now, 
the problem boils down to: Can he deduce the performance of the 
box externally without knowledge of that key. And I think that's 
a NSA problem, and they feel that he can't. 

DR. STOVER: 

Let me ask one more extrapolation. I interpreted that only a 
couple of those frames actually were coded. Are you saying all 
eight of them are coded? 

MR. B R I D G E :  

I failed to mention that. Let me explain a little bit more. The 
signal in each frame is hopped in time pseudo-randomly. It's 
hopped in frequency pseudo-randomly over 600 mega hertz and it ' s 
hopped in spread-spectrum coding over 128 chips. Each pulse i s  
different in all three parameters, and it really makes it looking 
for a needle i n  the haystack for the enemy to try to even find 
that signal, let alone exploit it. 

0 kay . 
DR. STOVER: 

That answers the question. Thank you. 




