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Digi La? technology i s  b e i n g  applied t o  co~laiiuni ca t ions  
a t  a very rapid ly  increasing r a t e ,  Use o f  d i g i t a l  
cor;miunications ( t r a n s n ~ i s s i o n ,  nrul t ip1   xi ng, and switching) 
resul  t s  in a tillii nglsynchroni za t ion  probl en1 n c t  encountered 
in analog cotrrnunications systetns. This o v e r \ / i e w  explains 
the  need f o r  timinglsynchroni zatior! of d i g i t a l  co~iiniunicatl'ons 
systeliis in genera l ,  and switched systems in p a r t i c u l a r .  I t  
points  out  sollie of the  c r i  t e r i a  t h a t  g rea t ly  in f lu~ tnce  
timi nglsynchroni za t ion  sut~systern design f o r  a n i i  1 i t a ry  
communications network but: have 1 i t t l e  or no s ign i f i cance  
f o r  c i v i l  systems, 

The r e s u l t s  of previous stludies by DCA and i t s  cont rac tors  
a r e  surnrnarized and the  r a t i o n a l e  f o r  the  current  s-tudy 
being reported in o ther  presentat ions in t h i s  sess ion  -!s 
provided. I n  this  approach, timing techniques a re  
eval uated in terms of funciarnentai f e a t u r e s .  Di f f e r e n t  
combinations of these f ea tu res  woul d cover !niost 
possi b i l  i t i e s  from which a synchronous tiniiny systern could 
be chosen. ,A1 t h o u g h  the  s tud ies  described in t h i s  
session were intended f o r  appl ica t ion  t o  the  Defense 
Communications System, t h e  problenis of an cxtensi  ve 
worldwide mi 1 i t a r y  coiiiniun'i c a t i  ons syste11.1 t end  t o  enconipass 
the  problerns of o ther  dig-i t a l  communications systems, 
both m i l i t a r y  and  c i v i l i a n .  

T h e  communication of in for ma ti or^ in d i g i t a l  form i s  expanding a t  a very 
r a p i d  r a t e .  There a re  iiiany reasons f o r  th i  5: ( 1  ) t o  accornliiodate 
information t h a t  o r ig ina tes  in d i  yi t a l  form; ( 2 )  econolni c advantages 
of d-igi tal  rriul t ip l ex iny  and s w i  tctiing equi prnent; ( 3 )  improved qua1 i ty  
provided by d i g i t a l  telephone sys1:ems (no i se  and d"i s t o r t i o n  do not 
a c c u ~ ~ ~ u l a t e  alcng the  path)  ; ( 4 )  need f o r  communication t o ,  from, a n d  
between di yi t a l  computers ; ( 5 )  require~nent  f o r  cncrypti on of coniniuni- 
ca t ions ;  ( 6 )  ava i l ab le  techniques t o  provide r e s i s t a n c e  t o  s ignal  
jamming; ( 7 )  reduced i~~aintenarice cos ts  f o r  d i g i t a l  systetns, and  (8 )  
the trend whereby dcvelopi ng technology conti  nucs t o  f u r t h e r  enhance 
tile advantages of di c j i  t a l  cornrnuni c a  t ions .  There a r e  timi nglsynchroni -, 
zation requirements t h a t  rriust be r;atisfiec! in order t o  reap the  



advantages of d ig i ta l  communications. As will be discussed in the 
fol 1 owing sect  ions, the timi nglsynchroni zat i  on requirements encountered 
when d ig i ta l  communications are  organized into networks can be sa t i s -  
f ied by many different  approaches. Inforniation presented in the four 
papers of th i s  session of the meeting should help to choose from among 
them. 

UIGITAL COMMUNICATIONS 

In digi ta l  communications, transmission i s  in the form of discrete  
pulses, each with a f i n i t e  number of allowable s t a t e s .  Far pulses with 
two s t a t e s  ( e - g .  , two phases), each pulse represents a single b i t  of 
information; for  four s ta tes  (e.g. , four possible phases), each pulse 
represents two b i t s ;  fo r  eight s t a t e s ,  each pulse represents three 
b i t s ,  e tc .  The number of b i t s  i s  equal to  the logarithm to the base 2 
of the number of allowable s ta tes .  

For a one-way d ig i ta l  point-to-point communications l ink ,  i t  i s  only 
necessary tha t  the receiver be correctly synchronized t o  the received 
signal. However, since a different  type of meaning can be applied t o  
different  pulses in the sequence--e.g,, the most s ignif icant  d ig i t  in a 
large number has a different  meaning than does the l eas t  s ignif icant  
d i g i t ,  or different  pulses may represent data with different  origins-- 
a capabili ty must be provided to  identify par t icular  pulses. This i s  
normally done by grouping the b i t  streams into frames of a selected 
nuniber of b i t s .  Frame synchronization codes are used to  identify the 
beginning of the frames. These frame synchronization codes are chosen 
so as t o  be unlikely t o  occur in the communications stream. This i s  
accomplished by selection o f  unique patterns or by transmitting the 
code with greater regularity than i t  would randomly occur. 

Most d ig i ta l  communications systems, other than simple telemetry 
sys tenis or one-way comniand sys terns, provi de transmi s s i  on i n both 
directions.  By i t s e l f  t h i s  does not impose much of a synchronization 
problem. Two-way transmi ssion i s effectively two one-way 1 inks in 
opposite directions.  However, advantage can be taken of the two-way 
transmission to  improve timing precision in more complex systems. 

MULTIPLEXING 

For economy, a number of lower capacity channels are  multiplexed onto 
a single higher capacity transmission link. In d ig i ta l  transmission, 
t h i s  i s  done by interleaving the pulses from several lower ra te  
channels into a single higher ra te  stream, i . e . ,  time division 
multiplexing. I n  order to  accomplish th i s  without problems, the 
signal pulses must be available a t  the correct time t o  f i l l  t he i r  
assigned time s l o t s  in the multiplexed pulse stream, i . e . ,  some form 
of synchronization must be provi ded. 



PULSE STUFFING 

One procedure f o r  mu1  t i  pl exi ng di g i  t a l  communi c a t i  ons streams,  t h a t  
may have clock r a t e s  t h a t  a r e  s l i g h t l y  d i f f e r e n t ,  adds ex t ra  (dummy) 
pulses t o  each pulse stream t o  brin them a l l  ,to a  cornman higher r a t e  ? compati ble with the  r a t e  of t he  lliul iplexed transmission.  A t  the o ther  
end o f  the  transmission 1 ink ,  where the  channels a r e  den-~ul t i p l exed ,  the  
ex t ra  pul ses a r e  renioved t o  re turn  each channei t o  i t s  o r ig ina l  r a t e .  
This technique,  r e fe r red  t o  as "pu l se - s tu f f ing , "  i s  q u i t e  e f f e c t i v e  f o r  
individual  translni ssion 1 i n k s ,  b u t  it  does irltroduce saine pulse j i t t e r .  
In order  t o  reduce the  cos t  o f  pulse s t u f f i  ny  , i t  i s  comn~or p rac t i ce  
f o r  telephone companies t o  group analog voice channels together  in  
groups of 24 channels ( 3 0  channels in some coun t r i e s )  f o r  d i g i t i z i n g  a t  
a  coriiriiori clock r a t e .  When t h i s  i s  done, the  pulse s t u f f i n g  i s  only 
needed f o r  time div is ion  rllultiplexing these groups of 24 channels i n t o  
higher capacity transmission l i n k s .  For t h i s  use ,  the  cos t  o f  any 
s i n g l e  s tuf f ing-des tuff ing  operat ion i s  shared among a l l  24 channels.  
For rnore conlplex networks, where a t  any p a r t i c u l a r  !lode previously 
multiplexed channel s a re  demul t i  pl exed, separated a n d  remul t ip lexed 
with o the r  channels on each of several  l inks  leading t o  d i f f e r e n t  
nodes, the  requirements of pulse s t u f f i n g  and des tuff ing  a r e  much rtiore 
conipl ex .  

SWITCHING 

I f  switches a r e  provided in the  network so  t h a t  a channel o r ig ina t ing  
a t  any user  of the  network can ,  dpon demand ( d i a l i n g  and r i g h t  number), 
be connected t o  any o ther  user  located anywhere in the  network, the  
network i s  being reorganized nearly cont inual ly .  The p a r t i c u l a r  
channels t h a t  a r e  nlul t i  plexed together  cont inual ly  change. This means 
t h a t  every individual communications channei must be capable of being 
swi tched and/or mu1 t i  pl exed anywher~e i n  the  network on a n  i ndi vi d u a l  
channei bas is  . The te l  epilorie coill~lani es cotnnonly provide t h i s  
individual  channel capahi l i ty f o r  transnii s s i o ; ~  irlvol ving pulse- 
s t u f f i n g  by re turning a l l  s igna l s  t o  a n a l o g  forti1 a t  a l l  switches and 
redigi  t i z i n g  the  s igna l s  a f t e r  swi tchiny . T h i s  approach i s  r e l a t i v e l y  
expensive. For encrypted d i g i t a l  voice s i g n a l s ,  re turni  ng them t o  
ana log  form woul d i-equ'i re cons i  derah l  c addi t i  onal  expense f o r  
encryptionldecrypti  on equ'i pnlerit a t ,  a1  1 s~vi tclies . Thi s decodi ncj/ 

encoding would a l s o  reduce the  secur i ty  provided by t h e  encryption.  
An economical a1 t e r n a t i v e ,  permi t t . i  n y  the  sigfials to  retiiai n f n  d i g i t a l  
form throughout t h e  network, i s  LCI synchronize the  e n t i r e  network and 
a1 1 o f  i t s  users .  T h a t  i s ,  ins tead  of only synchronizicg the  rece iver  
t o  i t s  received signal  f o r  each transmission l i n k ,  tl-le t rar l s~r l i t te rs  
throughout the network a re  a1 l synchronized with one another ,  

V A R I A B L E  BUFFERS 

In  synchronizing the  digi  t a l  com~i-~unications network, var ia t ions  i n  



the signal t r a n s i t  times (time i t  takes for  the signal to  travel frorn 
one node to another) on the various transmission links must be 
accommodated. Even i f  the transmitters were perfectly synchronized, 
these variations could cause changes i n  the time that  received signals 
would be available to  f i l l  t h e i r  assigned time s lo t s .  The t r a n s i t  time 
variation can be accommodated by providing each receiver with a 
variable storage buffer (or  stack) into which each b i t  i s  placed when 
i t  i s  received. I t  i s  removed by the local clock a t  the correct time 
t o  f i l l  i t s  assigned time s l o t .  By enlarging these buffers over the 
s ize needed for  the path length variat ions,  they can also accommodate 
some error  i n  the local clocks. 

THE I N D E P E N D E N T  CLOCKS TECtiNXQUE 

If very s tab le  clocks are  used a t  each node, and variable buffers (o r  
stacks) o f  suf f ic ien t  s i ze  are  employed, then the clocks can f ree  r u n  
for  a useful period of time before the buffers e i ther  overflow or 
empty. When t h i s  capabi'l i t y  i s  coupled with provision for  occasionally 
interrupting communications t r a f f i c  to  rese t  the variable buffers (or  
stacks) , the t i  mi ng/synchroni zation technique known as "independent 
clocks" resu l t s ,  This technique has been chosen for  use a t  major nodes 
in U.S. tac t ica l  communications. Tt i s  a l s o  being used as a backup 
mode of operation in other systems, and i t  i s  generally recommended for  
backup use. 

MASTER-SLAVE TECHN IQLJE 

Although pulse s tuff ing i s  widely used on an individual link basis,  i t  
i s  not normally used where the signals must rerriain i n  d ig i ta l  form 
throughout the network. In North America most commercial communica- 
tions systems in which signals remain in digi ta l  form throughout the 
network use some type of master-slave system. This i s  also t rue of 
c iv i l  systems in many other parts of the world. I n  these systems, a l l  
nodes o f  the network are  s laved  e i ther  direct ly  or indirectly to  a 
master by phase-locking the local clock a t  each node to  a selected 
received signal,  I t  i s  a very obvious and straightforward technique. 

MUTUAL SYNCHRONIZATION 

A technique which has been widely studied, b u t  has had l i t t l e  applica- 
tion to  d a t e ,  i s  called "mutual synchronization." In i t ,  each node 
adjusts the frequency of i t s  clock in such a way as to  reduce the 
phase difference between i t s e l f  and some weighted average of t h e  phases 
of a11 signals received from i t s  neighbors. 

EXTERNAL TIME REFERENCES 

I f  a time reference fo r  synchronizing each nodal clock is  obtained 
from a source external to the communications network, i t  i s  referred 



t o  as  rile "external  'Sirne rei'erences" teciirii ciue, Several t i r n i n l j  
sources cou'ld be used. These inc! !ride such systems as Laran-C, 
NAVSTAK S-loi:ai Fosi t i  oi.-i-ing Sys!:err; { G P S )  , e t k . ,  

I n  the  tirlle reference d i  s+,r..i Cutiin t e c h r ~ j q i e  !, 21 l rlc.aes a r e  k e p t  ;.;!'thAi :,! 

a s p e c i f i e d  time t o 1  eralice of :;he ir~asteu- r-~ade,  tin:^ reference L i-~.Farrtla- 
t , io r l  -is transferrect betweer; d: 1 ~ o n r ! e ~ t ~ ' L I  riijc!es k i i  ti-; ~:,/IP e f f e c t s  o-f' 
t~ansl i i i  ss i  or! t i ~ r i e  removed. There  a r e  th ree  i n a j ~ ~ '  fl.jr!c:tion5 t n a t  i-illist 
be pei - formed by t h e  tinic i-ef e r e r i ~ e  d i  5tv-g; bu-s.i c;rl I : ? ~ h t - i - i ! ? ~ i ~  : ( I j 
se lec t ion  of t h e  p a t h s  over which :!'I? tirile :-Y?iE!i-~!ic,e i s  cii5-ti"ibi;tc?a 
zhr70bgi: the netwark, ' ni;luiii n y  s e l  ectS or: c!f ; nevd ;nas t ~ r  wher; necessary;  

- ,  12) ;yeasu,-elllellt of  ttlc 1.3r;al i.1 OCI(  ' s I:;"*-\ , - '  ' i  ( 2  : co?*.ecti an 
- - ,  

, ,' 

of t h e  titlie e r r o r  i n  t ! , e  ' o c a ?  c l o c k .  i n e  t e c h n i i i ~ ~ e  -1s ( jet;e 'ra '?;y 
co:>sidered t o  have the  l'ea?:\!re; ( d e f i n e d  l a t e r  in  t i-12 z a p e r )  oi' 
d i rec ted  co~ntrol , drj:lbi e endcdness, se1 f-.orgar:i z a l i r j n ,  3r1d indeijeridenc,~ 
of the  clocic error ~ieas~ren~err ' i .  3.1; one node f'yoi:; the  ;loci< error 
correct-ion a t  any o the r  r1~1de except  for  t h e  iiiaijter. Some o f  t h e s e  
f ea tu res  c a n  a l sn  be ~,i;erj i r :  5o:ne o f  the  r3tl;ev t e c i h r t i q u e ~  a s  w'::"! he 
ds seussed  i a t e r .  

The above tcchiiiqucs call he ~ s e d  i !-I \!;i, i ous ccinui nd-:;i o m ,  The "innde- 
penden t  c lcck  t e c h n i q ~ a e  7s an exccY le r i t  3dc1::1e . F c ~ Y  c-::her t e c h n j q ~ i t ' ~ .  
However, ir: t h e  appl-icatious t o  I J .8 .  f i i i  1 4  tar)/  .t;ic.:t.ical s h i  t c h e d  d i g i t a l  
r.otiitri~nica"Lion~ thhe I:-xis!;t.!--;l avi. . techrii~/ue i s  used :is t: backup to the 
i ndeper~rlien.t c? ock teclinique . The : i ? a s t e ~ - s  1 ai/e te~1 i f i . i  cjuu clan he very . . 
c . f f e c t i i / c  a t  lower l e v e l s  $?'f t h e  t:;i:;t?g liierarci-!,y wherl zome o f  the 
other tecnr ! iques a r e  used a t  t h e  h i  yher l e v e l s .  Another-t comb-i n a t i  on 
synchror-~izes t i l e  lower ievElis o f  t h e  r;it:l t i p  i ex  iiieualA:;h,y ( a i  i usevs 
a re  syncilron-ized) whi l e  l ;sing :;,i;lse s t u f f i r ; g  a t  t h ~  !-,irjhe\- ievf : ' !s sf 
t h e  rnulti;i;-riex hie l -archy.  - i ! l ? s  per-ml:ts tile use cf lower sgeed l o s i c  
f o r  tne  b u f f e r s  and fo r>  some of  tk ie o t , h e ~ >  ti!?~i;!~; sysi;~in liardwa.re. 
Hawever, l' t can g rea t ly  i' nc;:r-.eas;ll t . 1 1 ~  cor~ip' e x i  ;;:/ of' soriiz ti111i r~cj  
teckni'ques because oi: Lire very large irji-rcase i:.l tile i icri i ibe~ o f  signals 
t h a t  i~ ius i :  be separa te ly  s y n c P ~ - o i i i  zed a s  c:o!np;?,-fd v:i tbi i;ync!ii-c;nii:i n g  
a t  t he  h i g h e s t  l eve l s  ~ ? f  t h e  r:iu? t i u l e x  l~ie~ii-ii::!)i. 

M I L . I T A R Y  VS CIVIL REQUIREMENTS 

Several charac ter ;  st,i cs  o-f f t  d i  g i  t ;a l  cornnuni ~,at ior!s  r - le twork aepi oyed 
f o r  1u-i l i t a ry  ccnimlrrii c a t i  ons cap grea,'c'iy i n f  i lrerice tiirii ng/synchroni za-  
t i o r i  syste131 desigr! f o r  such a r:;i l i tar;] a p p i  j c a t i o r ' ~ ,  h u t  have l i t t l e  or 
no s i g n i f i c a n c e  f o r  c i v i  1 sys-tc-i::s. i 'owevei-, c a r e f l ~  i exa~ii'ir!a'iion of' 
desi gns !nols t c a p a b l  e crf acc~tiimoda1.i ny t t ~ c s c  c t i a r a ~ t e r -  i s t i  cs ; ~ i i  yhl: a ?  5c  
show the approaches t o  be desi l-ab: c fclr c i  v i  : a p p l  c a t i o r i .  Al~iong these 
cha rac te r i s  t i  cs i s the need fs;- w:tens i v e  di~!37 4 c a t  i i 3 ~  3 f  e~ir,rypt!'or: t o  



m i  1 i t a r y  communications. Other  such c h a r a c t e r i s t i c s  r e l a t e  t o  a c t i o n  
taken by an enemy t o  i n t e n t i o n a l l y  d i s r u p t  our  m i l i t a r y  communications. 
A mi 1  i t a r y  d i g i t a l  communications network,  i n c l u d i n g  i t s  t i m i n g  
f u n c t i o n ,  must be capable  of s u r v i v i n g  such a t t a c k s .  Res is tance t o  
s i g n a l  jammi ng rnust be p rov i ded .  Systems u s i n g  wideband spread 
spect rum techn iques  f o r  t h i s  purpose, ( w i t h  t h e i r  ve r y  s h o r t  pu l ses  
ar ranged i n  a pseudo-random manner) must be a b l e  t o  r a p i d l y  synchron ize  
t h e i r  r e c e i v e r s  t o  t h e  r e c e i v e d  s i g n a l s ,  even i n  t h e  presence o f  
jamming. The t i m e  needed t o  a c q u i r e  such s y n c h r o n i z a t i o n  can be 
g r e a t l y  reduced th rough  t h e  use of  p r e c i s e  t i m i n g  t o  reduce t h e  s i z e  o f  
t h e  search window. An ex t reme ly  s t a b l e  t i m i n g  system t h a t  i s  r e l a -  
t i v e l y  immune f rom p e r t u r b a t i o n  would h e l p  t o  s a t i s f y  t h e  above 
requ i rements .  

I n  normal ope ra t i on ,  f a i l u r e s  o f  t h e  t i m i n g  f u n c t i o n  w i l l  occur  very  
r a r e l y  and would n o t  be expected t o  be g e o g r a p h i c a l l y  ex tens i ve .  There- 
f o r e ,  i n  c i v i l i a n  networks capable  o f  f r e e  r unn ing  f o r  a  p e r i o d  o f  
t ime  f o l l o w i n g  f a i  l u r e s ,  any r e q u i r e d  r e o r g a n i z a t i o n  o f  network t i m i n g  
needed t o  accommodate f a i l u r e s  can be manua l l y  c o n t r o l l e d  o r  i n i t i a t e d  
f rom a  c e n t r a l  l o c a t i o n .  However, i n  a  m i l i t a r y  network,  because o f  
t h e  impor tance o f  t h e  t i m i n g  f u n c t i o n  and t h e  p o s s i b i l i t y  o f  s imu l -  
taneous a t t a c k s  on many p a r t s  of t h e  network,  t h e  r e o r g a n i z a t i o n  o f  t h e  
t i m i n g  subsysterr~ shou ld  be h i g h l y  automated and d i s t r i b u t e d  th roughou t  
t h e  network.  ( A  r e q u i r e d  c e n t r a l  i z e d  f u n c t i o n  becomes an a t t r a c t i v e  
t a r g e t  f o r  enemy a c t i o n . )  S i r i ~ i  1  a r  c h a r a c t e r i s t i c s  app l y  t o  t h e  
moni t o r i  ng and maintenance f u n c t i  ons f o r  m i  1 i t a r y  network t i m i  ng 
c a p a b i l i t y  s i n c e  they  a l s o  may be i n t e n t i o n a l l y  impeded by t h e  enemy. 

B r i e f l y  s t a t e d ,  a m i  1 i t a r y  network n ~ u s t  be a b l e  t o  endure:  ( a )  
p h y s i c a l  d e s t r u c t i o n  o f  p a r t s  o f  t h e  network,  ( b )  enemy cap tu re  o f  
p a r t  o f  t h e  network,  ( c )  equipment f a i l u r e s ,  ( d )  enemy s p o o f i n g  and/ 
o r  janirrli ng, and ( e )  d e l i  b e r a t e  o b s t r u c t i o n  o f  maintenance and r e p a i r  
ope ra t i ons .  Under t hese  c o n d i t i o n s  i t  must be a b l e  t o  m a i n t a i n  
accep tab le  ope ra t i ons  ( b o t h  communications and t i m i n g )  i n c l u d i n g  
ope ra t i ons  w i t h i n  p o r t i o n s  o f  t h e  network which become i s o l a t e d  f rom 
t h e  r e s t  o f  t h e  network.  I t  must be a b l e  t o  i n t e r o p e r a t e  w i t h  o t h e r  
d i g i t a l  communications networks t h a t  m i g h t  use d i f f e r e n t  techn iques .  
I t  must be moni t o r a b l e ,  p r i m a r i l y  t o  p e r m i t  t h e  e a r l y  i d e n t i f i c a t i o n  
o f  t i m i n g  problems l o n g  before t h e y  can i n t e r r u p t  communications. It 
must a l s o  be v e r s a t i l e  t o  p r o v i d e  easy compl iance w i t h  m o d i f i c a t i o n  o f  
p l ans  (such as t h e  i n t r o d u c t i o n  o f  new techno logy)  and t o  p r o v i d e  
conven ien t  a p p l i c a t i o n  t o  f u t u r e  problems. The endurance, i n t e r o p e r -  
a b i l i t y ,  moni t o r a b i  1 i ty , and v e r s a t i l i t y  niust be p rov i ded  economical l y  
w i t h  low l i f e  c y c l e  cos t s .  

These and o t h e r  c h a r a c t e r i s t i c s  o f  a m i l i t a r y  d i g i t a l  communications 
network have been cons idered  i n  s t u d i e s  o f  communications network 
t i m i n g  f o r  t h e  Defense Communications System. 



STUDIES BY DCA AND ITS CONTRACTORS 

I n i t i a l  s tud ies  of network timing a t  D C A  inves t iga ted  DCS requirements 
and t r a d e o f f s  between several  a l t e r n a t i v e  techniques f o r  meeting the  
requi rements '1 3. These i ni t i  a1 s tud ies  sel  ected a mutual system 
ca l l ed  Discrete Control Correction as des i rab le  f o r  use in the DCS. In 
i t ,  the  amount of occupied buffer  s torage  i s  nionitored f o r  each l i n k  
received a t  a  node. A t  periodic i n t e r v a l s  a weighted average of the  
information thus obtained i s  applied as a control signal f o r  the  
correc t ion  of the  local clock.  Additional s tud ies  of the  Discrete 
Control Correction approach wetee made by Clarkson College under a 
con t rac t  from the  Air Force. These s t u d i e s ,  eniployi ng both analys is  
and s imula t ion ,  showed t h a t  proper se lec t ion  o f  the  weighting coe f f i -  
c i e n t s  would bring the  clocks t o  a common average r a t e  with s a t i s f a c -  
to ry  damping of per turbat ions  and the  r e su l t ing  freedom from spontaneous 
o s c i l l a t i o n s .  The study p a r t i c i p a n t s  were enthused by t h e i r  f indings 
which were described in a number of papers : 2 , 3 , 4 , 5 , 5 ] .  

While these  s tud ies  were being conducted a t  Clarkson College, f u r t h e r  
s tud ies  a t  DCA indica ted  t h a t  d i s t r i b u t i n g  an accurate t i ~ n e  reference 
through the  comnlunications network would have advantages not ava i l ab le  
t o  ~nutual systems. For n i i l i ta ry  app l i ca t ion ,  such an approach would be 
capable of se l f - reorganiza t ion  following f a i l u r e s .  I n  order  t o  riiaxiniize 
i t s  s t a b i l i t y  and  mininiize the  propagation of e r r o r s  through the  
network, i t  would have no closed Icops, The e f f e c t s  of s ignal  t r a n s i t  
time ( i n  comparing the  time of clocks a t  neighboring nodes) would be 
removed t o  enhance accuracy and s t a b i l i t y .  - A - method f o r  accomplishing 
t h i s  i s  ca l led  Time Reference Dis t r ibut ion  ! The yeneral concept o f  
which was presented a t  t h i s  planning meeting in 7973 -8'. 

With two d i f f e r e n t  concepts being considered f o r  Timing/Synchronization 
of the  DCS, the  Clarkson College t e a r  was tasked t o  coriipare four 
synchronization techniques:  Discrete Control Correct,on, Master Slave ,  
Independent C l o c k s ,  and Tir~le Qe-f'erence Di s t r i  butior, .  This study found 
t h a t  use of  the  Tirne Reference Dist;ribution Technique a t  niajor nodes 
with s laving a t  minor nodes wi l l  best meet the  DCS requirements. How- 
ever ,  the  study indica ted  t h a t  t h e  use of independent zlocks has con- 
s ide rab le  merit  i f  i t  i s  acceptable t o  occasicnal ly  i n t e r r u p t  t r a f f i c  
t o  r e s e t  the  va r i ab le  s torage  buf fe r s .  B u t ,  the  study a l s o  s t a t e d  t h a t  
the  a v a i l a b i l ' t y  of monitoring c a p a b i l j t i e s  renders the  Time Reference 
Dis t r ibut ion  Method superior  TO t h e  Independent Clock Technique r9:. 
While t h i s  study was being conducted, work a t  DCA showed how easy i t  
would be t o  make the  measurelnent of' the  c l o c k  e r r o r  ; ~ t  any node inde- 
pendent of the  correc t ion  of t h e  clock error-, a t  ariy ~ t h e r  node by 
s i~nply  having each node in-form i t s  neighbors of i t s  trieasured b u t  
uncorrected e r r o r  [ l o ,  1 1 - .  

Because i t  was f e l t  t h 2 t  an indus t r i a l  contractor  couicl add a degree 
of depth in the area o f  hardwat-e iriplernentatioti t h a t  could n o t  be 



provided as we1 1 by an educational in s t i tu t ion ,  and because the 
Clarkson College report on evaluation modeling had reconlmended further 
study of some aspects of some of the timing techniques, the Harris 
Corporation was competitively selected for a "Study of Alternative 
Techniques for  Communication Network Timing/Synchronizat ion."  The 
resul ts  of th i s  study were in agreement with a l l  previous studies that  
had considered the Time Reference Distribution Technique; i . e . ,  t h a t  
t h e  Time Reference Distribution Technique should be used a t  the major 
nodes of the switched digi ta l  Defense Cor~imunications System, b u t  tha t  
minor nodes of the network should be slaved L121. There was cr i t ic ism 
of the Harris Corporation report because i t  compared simple Master- 
Slave and  Mutual systems with a Time Reference Distribution system that  
has many more features.  The crit icism pointed o u t  that  many of the 
features of the Time Reference Distribution Technique could be included 
in e i ther  the Master-Slave or Mutual Techniques. So long as too  many 
of these features are not included, these systems w i l l  n o t  actually be 
Time Reference Distribution Systems. 

Simultaneously with th is  study, an Irnproved Time Reference Distribution 
Concept was being developed a t  DCA. This improved concept provides 
automatic selection of the highest ranking clock in the network as the 
master for  the network; automatically arranges the network into a pre- 
ferred timi ng hierarchy below tha t  master; provides optimum conibini~ng 
of the timing information a t  each node for  best accuracy while avoiding 
a l l  closed paths; and provides independence of the clock error  measure- 
ment a t  any node from a clock correction a t  any other node. This 
independence prevents changes or adjustment of any clock i n  the 
network--other than the master clock--from propagating t o  other nodes 
[13]. This i s  accompl ished without requiring any node t o  communicate 
wi t h  any other node far ther  away t h a n  i t s  immediate neighbors. 

I t  had been planned t h a t  studies following the "Study of Alternative 
Techniques for  Communications Network TiminglSynchronization" would 
optimize a selected system. However, as a resu l t  of the crit icism of 
tha t  study, i t  was decided that  the follow-on study should include 
fur ther  comparisons. In order t o  avoid fur ther  cr i t ic ism,  the State- 
ment of Work for  the follow-on "DCS Synchronizing Subsystem Optimiza- 
tion/Comparison Study" was written t o  require a comparison of the 
capabill i t y  o f  each o f  a number of basic subsystem features t o  provide 
each of a number of desirable character is t ics .  This would provide a 
basis of comparison for  any combination of these features.  These 
different  combinations would cover nearly a1 1 meaningful poss ib i l i t ies  
for synchronization of d ig i ta l  communications systems. The features 
were t o  include as a minimum: 

1. Directed Control : The clock a t  only one end of a transmission 
link i s  permitted t o  be changed as a resu l t  of t h e  measured difference 



between t h e  c l ~ c k s  a t  t he  two ends. 

2:. Double Ended:  -info)-:nation < S  exchanged betweeri  t h r  t w o  ends o f  ;: 
'9 , \ans~.nission e l i n k  so t h a t .  thr i < ! ~ ~ c ~ ~  a t  t h e  l::.ro ??:is ~-G,;-I be d i ~ e c t 1 . y  . , corr;pared i r ldependent o f  the  +inif: :.eqli: r ec  f s r  t t l ~  s.iij!;s! t ~ '  t r ave l  
froril one node  t o  tile o t h e r .  (If thi? t~! i l~!  E~L;~Y'F?C for che s ? g n a i  to 
t r ave l  between ncjdes i s  t h e  sar;le tor bn-Ln b i  i7ect;ic:s of t r . a~sm?:s%ic ;n ,  
t f l i s  f e a t u r e  perm- i - ts  ~*er7ioviYl o f  t h c .  sign37 tr?~n.;it ?I!!;;? "rot?; the 
cnn~par-l* son o f  t h e  t w o  O C ~ S  ! . 

3. S e l f  0 rga r l i za .L i  crr,: when t h e  i: i>t~~ri: -is i n  i : ; i i ,  l , p u t  -'nt,c! 
opera t io r ! ,  or "i'5 owing a d i  r;turbar!::e, t h e  s y i ~ c r ~ r o ~ i z a t - . i o i ?  f ' u n c t , i o ~  o f  
t h e  :itttwork automari ca7 l g  o r g a n i  r e s  i t se l  f i !:tr: ;.t7 ~pi : i ( f i~Ui i ;  ~ . c r ~ f : ' g i ~ r t ~ - ,  
t,jon f o r  a l l  s ~ r v i v i r ? g  f a c i l  i t i e s .  

4 ,  Independence o f  t i l e  c lock  2;-rnr7 neasur7einer:t; a!-. 1.n) r;odc Frorrl tble 
c7 ct;k ervor cov-.rectiori a-; any s:hfy riocie: F 11 c'I OC/I eiAv'o\" ~;?eas i~re- -  
nlents a r e ,  ill e f f e c t ,  1:iadp bi j i ' t i :  i-ei'erence t c  t?-.? Irma-1:er; a ~ d  e%.!*ni9s i n  
any clock. other t h a r ~  t5e l n a s t e ~ -  ,ds i i c t  p r c s o g a t e  t r ! ! , o l r g i :  l:!)~: networ. ; 

5.  Overhead: wh i l e  r i o t  a f'eatl;;-e as s~nzh,  a i l  s;/Sce:>s ( e x c e p t  r'sr 
very low ra te  sys tems  n o t  ccr!s i der-ed here)  regard l esc, 9.F f ea tuu -es  have 
t i m i n g  subsysteir~ overhead r q u i  rernents f o r  p r o v i d i n g  t h e  1:-an!e 
synchroni mat ion  s i  g n a i  s ( e v e n  the  independent c l o c k s  t e c h n i q u e )  , How 
much t h i s  b a s i c  overhead r,ec;uit.ernsnt i s ei"%he!,- .i Y : ~ C F Z F S ' ~ ~  OY' der:reased 
by impiernentirty t h e  ocher-  feat~ir-3s i s  c f  inT.e\-est. 

The desir .able  charac-t.er.i s t j c s  a g a i r l s t  whici ;  t h e  fracui es were !;i? be  
eval uatec i n c i  ii:led a s  a 11:i nitllurri: 

I S u r v i v a b i  7 i t y  9.r' t h e  T j r i i i  :I<! I ;u i i c t i?n .  

2 .  S l  ip- .Free o p e r a t : s r ~ ,  ! , e .  , i;C i n t e r t x p t i o r l s  of ,r:vaffi!: tcl r,esfil: 
t he  v a r i a b l e  s torage  2 u F f e r s .  

3 .  Frequency accuracy 2 n d  phase .? , : :Lu~~cY,  

4 .  Freedol~ o f  c i o c k s  fro! i l  djst,urb,:nce by perti;;-bnti:;vs a t  r - i ockz  ':;\? 

.transmi ss-ion . f a c i l i t i e s  further ~ ~ ~ D I T I  the  n idc , t e i >  -tI !a11 :tie c - o z k  :~r ;c i f t i -  

considerat.icn, 

5 ,  No hal-mfu'i propagat, i o r l  {:c a!?; o tne)-  I i o d ~  I;+ a , '  k;;-or in i r -odrr~er i  
ar; any ngde  i n  t h e  ne twork  exLepc  t h e  r ,a ' l~ i :~ ; - .  

6. Compl i ance  w i t h  F e c l e r a i  Star idai - ,d  1C)02, ' ' ? r ime a r ~ d  Frequenc:~ 
Reference I n f a r m a t i o r ;  i r ,  Te1ecor;imulii c a t i o n s  S,),stei?-is, " ' T h i s  req~ni VBS 

r e f e r e ~ c i n g  t o  U?C ( iJSNn) ur IJTC (15s). ) 

7 ,  Mon-i tor-ah:?  i ty a t  t h e  system 1 eve'i ( f u r ~ c t i o r ! a  i vc. e i ; i~ ip~r ien i  



monitoring) .  

8. Minimum overhead communications. 

9 .  In t e rope ra t i  on of the  d i g i t a l  communications system with o the r  
d i g i t a l  communications systems employing d i f f e r e n t  synchronizing 
techniques.  

10. Cost e f f e c t i v e n e s s ,  i  . e . ,  maximizing the r a t i o  of performance t o  
c o s t .  

11 .  Capabi l i ty  of automatic s e l e c t i o n  of a  new master whenever there 
i s  a  f a i l u r e  of the master through which the t iming/synchronizat ion 
subsystem i s  coordinated. 

1 2 .  Ava i l ab i l i t y  o f  Prec i se  Time (UTC) t o  users  of t h e  DCS without  
introducing any s i g n i f i c a n t  penal ty.  

The r e s u l t s  of t h i s  work ( 2  t a sks  of the 11 task  s tudy)  a r e  reported 
in  the t h i r d  and four th  papers of t h i s  se s s ion .  

EXPERIENCE WITH OPERATIONAL SYSTEMS 

I t  i s  recognized t h a t  f r equen t ly  much can be learned during t h e  
i n i t i a l  stages of implementing a system, and t h a t  t h i s  f r equen t ly  
includes valuable information t h a t  does not come t o  l i g h t  during 
t h e o r e t i c a l  s t u d i e s  only involving a n a l y s i s  and s imula t ion .  Because 
of t h i s ,  one t a sk  of cu r ren t  s tudy required ga ther ing  information on 
the implementation and opera t ional  experience with timing/synchroniza- 
t i o n  systems o f  opera t ing  d i g i t a l  communications networks. The r e s u l t s  
o f  t h i s  t a sk  a r e  reported in  the second paper of t h i s  se s s ion .  
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